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1. LINKAGES BETWEEN DEVELOPMENT AND SPREAD OF EXTREMISM 

1.1 Maoism in its Violent Form 

What is the issue? 

PLA’s attack on Assam Rifles convoy in Manipur and the death of 26 rebels in a police operation in Gadchiroli, 
Maharashtra recently are evident that left wing terrorism is still haunting the Indian state. 

What are the two recent attacks? 

 Manipur Convoy Attack - The People’s Liberation Army (PLA) and 
the Manipur Naga People’s Front have attacked an Assam Rifles 
convoy killing seven including a Commanding officer and his family. 

 It is one of the biggest in the state since the attack on the Dogra Rifles 
in 2015. 

 Since the Indian Army’s Operation All Clear in 2003-04, active 
insurgents have been driven out of the country into Myanmar. 

 Insurgent leaders have pointed to the Myanmar coup as a reason for 
the revival of insurgent activity. 

 The PLA has been one of the most active 
groups in the past, but has remained dormant 
over the past 5-6 years. 

 PLA even ignored the social programmes 
such as anti-drug campaigns, anti-AFSPA 
and other such protests but their sudden 
violent activity has caused surprise. 

 Gadchiroli Operation – Gadchiroli is a 
largely forested and tribal-dominated district 
in Maharashtra and the Maoists have 
expanded their presence extending from 
Chhattisgarh. 

 There have been major encounters in the 
district - the death of 40 Maoists in two 
operations in April 2018 and a landmine blast 
claiming 15 police personnel and a driver in 
May 2019. 

 It remains one of the districts “severely 
affected” by left-wing extremism. 

 The violence between insurgents and the 
security forces led to losing of combatants 
and affects the poor tribal people whose lives 
are caught in a prolonged crossfire. 
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What is the status of valley groups in Manipur? 

 Unlike the tribal groups such as the NSCN-IM, NNPGs, Kuki/Zomi groups, the Meitei valley-groups have till 
date not come to the table to discuss a solution with the Indian Government. 

 There are 6 main valley groups in Manipur – the UNLF, PLA, KCP, KYKL, PREPAK, and MPLF along with other 
numerous splinter groups. 

 All the groups operate out of Myanmar and raise funds 
for operations and arms largely through extortion. 

 They use guerrilla tactics in their operations and attacks 
Indian security forces in the north east. 

What are the effects of Left wing extremism (LWE)? 

 Frequent skirmishes have affected the security forces. 

 It has left many tribal civilians caught in the crossfire. 

 Human rights’ violations were reported in naxal prone 
areas. 

 It has added to the alienation among the poor in these 
areas. 

 It also has its effect on the government exchequer. 

 LWE widened the backwardness in terms of social and economic development. 

 It affected the democratic setup by hindering the elections. 

What has led to the withdrawing of the insurgents from the armed struggle? 

 Significant losses to its leadership in military operations or due to physical infirmities 

 Indian security establishment 

 Development schemes in marginalized remote areas 

 Shrinking of the areas of influence - According to the data provided by Ministry of Home Affairs, the 
geographical influence of Maoists has contracted from 96 districts in 10 States in 2010 to 41 districts. 

 Reducing support base – Absence of peasantry support unlike Chinese Revolution. 

 Pointless cause of the insurgents such as 

o Refusal to acknowledge the diverse industrial base 

o Rejection of liberal democratic instruments in the Indian state 

o Faith of the poor in the robust electoral system 

How can the issue be tackled? 

 Empowerment of tribal people and civil society activists to promote peace in these areas. 

 Surrendered LWE cadre should be used for intelligence collection to the maximum possible. 

 The country’s best weapon against ultras is extending the welfare state to areas it hasn’t quite reached. 

 The government must act continually in winning over the support of tribals in the region and retaining their 
faith in the liberal democratic institutions of the state. 

1.2 Tackling the Maoists 

Why in news? 

According to the data provided by Ministry of Home Affairs, the geographical influence of Maoists has contracted from 
96 districts in 10 States to 41 districts in 2010. 

How has the CPI (M) evolved? 

 The People’s War Group and the Maoist Communist Centre of India merged into the CPI (Maoist) in 2004. 
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 It managed to consolidate its presence across “Red Corridor” spanning across the central and north-central 
India, marked by rural deprivation. 

 The CPI (Maoist) has sought to project itself as a revolutionary political movement that sought to rebuild after 
the failures of the earlier Naxalite movement. 

 Rather than focussing on socio-economic 
struggles, Maoists relied on waging a military 
battle against the state to capture power 
resulting in militarisation of these areas. 

 It led to repression of tribal people both by state 
actions such as creation of Salwa Judum 
(disbanded by judicial order) and Maoist 
authoritarianism. 

How Red Corridor region is classified? 

 The Red Corridor area is the area under the 
influence of Left Wing Extremists (LWE) or 
Maoists. 

 It is spread across 10 states — Andhra Pradesh, 
Bihar, Chhattisgarh, Jharkhand, Madhya 
Pradesh, Odisha, Telangana, Uttar Pradesh, 
West Bengal and some northern fringes of Tamil 
Nadu 

 These Maoist-affected areas were first classified 
in 2006. 

 The districts were assessed on parameters like – 

1. Violence profile 

2. The kind of logistical and other 
support provided to maoist cadres 

What are the governments’ measures? 

 The governments of the states deployed 
additional resources and are trying their best to 
check Maoists’ expansion. 

 A number of awareness campaigns were 
organised in remote areas which are most 
vulnerable to Maoist influence. 

 Arrangements for villagers’ training were made 
and government employment for hundreds was 
facilitated. 

 Financial aid of around Rs.30 crore annually is 
given to the districts for various developmental 
works. 

 Road Connectivity Project for Left Wing 
Extremism (LWE) Affected Areas has been undertaken by the government. 

 After the killing of 25 CRPF personnel in Sukuma district of Chhattisgarh in 2017, “SAMADHAN doctrine” 
has been formulated to counter naxalism. 

 Fortified Police Station Scheme was launched by the central government in 10 States to enhance the security of 
police personnels. 

 Under the Special Infrastructure Scheme, around 120croreswas given to strengthen the Special Forces. 

 The Home Ministry has provided support to security forces for other facilities such as Helicopters, UAVs etc. 

 The Maoist insurgency still has potency in South Bastar in Chhattisgarh, Andhra-Odisha border and in some 
districts in Jharkhand. 
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1.3 CPI (Maoist) and the ‘MMC’ Zone 

Why in news?  

In a major anti-Maoist operation in the forests of Maharashtra, 26 Maoists were reported to have been killed.   

What is the sequence of events in Maoist affected districts?   

 The CPI (Maoist) has often been undertaking organisational restructuring to consolidate its position in the 
existing core areas.   

 Amidst increasing reverses suffered by the Maoists in south Bastar (Chhattisgarh) in the last five years, the Party 
has been consistently trying to carve out new zones for its operations.   

 Two such potential areas/zones are the tri-junctions of Maharashtra, Madhya Pradesh and Chhattisgarh (MMC) 
and the Kerala, Karnataka and Tamil Nadu (KKT).  

 This is mainly to divert the attention of the security forces from its core area of Bastar and also to save and 
replenish their depleting armed strength (cadres and leaders) in the Bastar stronghold.  

 The CPI (Maoist)’s initial forays into the MMC confluence zone started in 2015.   

 After deeply studying the topography and carrying out an in-depth socio-political survey of the adjoining areas 
along the inter-state borders, three potential stretches were identified by the CPI (Maoist).   

 The new areas cover forested pockets in districts of Gondia in Maharashtra, Balaghat in Madhya Pradesh and 
northern Rajnandgaon in Chhattisgarh.  

 The terrain and demography of the areas were found to be conducive for the expansion of Maoist activities and 
operations as the areas in the region are mostly backward, densely forested with sparse tribal inhabitations and 
more importantly, scantly policed.   

 While Maoist violence is sporadically reported from Rajnandgaon district; Kabirdham and Mungeli districts of 
Chhattisgarh and Dindori district of Madhya Pradesh are relatively violence-free till now.   

 Mungeli and Dindori have been added to the Ministry of Home Affairs’ list of ‘Maoist-affected districts’ recently.  

 Notably, the CPI (Maoist) is also believed to be relocating its armed cadres from its Bastar and Andhra–Odisha 
Border (AOB) strongholds to new safer core areas in the Kanha National Park, Amarkantak forests and 
Bhoramdoe Tiger Reserve, which are interconnected through impregnable patch of forests located on the 
borders of Madhya Pradesh (Balaghat and Mandla) and Chhattisgarh (Kabirdham).  

What are the strategies of Maoists?   

 Many areas chosen by Maoists do not have many roads and are scantly policed, Maoists are believed to be 
cultivating their organisational roots in the region, recruiting new cadres and generating human intelligence.   

 Currently in the ‘strategic defence phase’ in the region, the Party is largely focusing on socialising and identifying 
with the local tribal population to get their support for the ‘protracted people’s war’, recruiting armed cadres 
and preserving their areas of operation in the region.   

 The CPI (Maoist) has been increasingly making efforts in the areas to encash on the disenchantment and 
grievances of the local tribals against the administration.  

What lies ahead?  

 To tackle it, there is a need to undertake a judicious mix of security and developmental interventions in the 
region, wherein, development should proceed the security initiatives.   

 While the security measures such as deployment of Central Armed Police Forces (CAPFs) should be employed 
to tackle the Maoist rebels, the government should emphasise more on development initiatives.   

 As large parts of the region are inhabited by the particularly vulnerable tribal groups (PVTGs) like Baiga, Abujh 
Marias, etc., ensuring rights and entitlements of local tribal population over the lands and forests traditionally 
used by them and ensuring them a dignified life in harmony with the local culture and customs may prove to be 
effective tools for keeping the Maoist extremists at bay.  
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1.4 Jihadist Radicalization in India 

What is the issue? 

The incidence of jihadist radicalisation in India remains remarkably low when compared to West Asia, Africa and even 
Europe.  

What is the status of jihadist radicalisation in India? 

 Of the 177 ISIS sympathisers arrested by the National Investigation Agency (NIA) since 2014, Tamil Nadu, at 
34, accounted for the largest number of those arrested, as of February 2020.  

 ISIS sympathisers were arrested from Maharashtra, 25 from Uttar Pradesh, 19 from Kerala, 17 from Telangana 
and 11 from Jammu and Kashmir. 

 Tamil Nadu accounting for the high number of arrests may be the result of a specific campaign launched by the 
NIA in Coimbatore in 2019, wherein seven operatives were arrested for propagating ISIS ideology on social 
media with the intention of carrying out attacks both in Tamil Nadu and Kerala. 

 Nevertheless, the NIA arrests have certainly highlighted pockets of growing jihadist radicalisation in Tamil 
Nadu. 

What is the historical context of jihadist radicalisation in South India? 

 Tamil Nadu witnessed sporadic incidents of violent extremism in the past, when groups like Al Umma carried 
out the infamous Coimbatore blasts in February 1998.  

 The blasts were in response to communal riots in the city, the previous year.  

 A total of 58 people were killed and over 200 injured in 12 bomb attacks in 11 places. 

 The early and late 2000s did not witness major extremist activities.  

 However, with the advent of ISIS in India, there were instances of youth getting radicalised locally and through 
social media.  

 According to the Intelligence Bureau (IB) dossier, the Al-Umma outfit, which subsequently changed its name to 
The Base Movement, carried out several blasts in Mallapuram court premises in Kerala and outside the BJP's 
office in Malleshwaram in Bengaluru in 2016. 

 Affiliated to Al Qaeda, this outfit also sent out threatening letters to the judiciary, prisons and senior government 
officials. 

What are the international factors behind Jihadist radicalisation in south India?  

 Tamil Nadu borders Kerala and Karnataka, states with large migrant populations exposed to radicalism in West 
Asia.  

 A large Tamil diaspora reside in Southeast Asia as well. 

 Radical Salafi jihadist groups are active in Myanmar, Thailand, Indonesia (particularly the restive Aceh 
province), southern Philippines, and Malaysia, Tamilians constitute a sizeable section of the local populations 
in some of these countries.  

 These people still have active links with the place of their origin.  

 Analysts flag instances of Tamilians getting radicalised in South East Asian countries. 

 The ISIS’ media wing, Al Isabah, had in the past also released speeches of Abu Bakr Al-Baghdadi in the Tamil 
language. 

 The Tamil-Muslim mistrust in Sri Lanka has spilled over into Tamil Nadu.  

 About 72,000 Muslims from Sri Lanka’s Northern Province were forcibly expelled by the LTTE in October 1990. 

 This is suspected to have created a sense of resentment among some sections of Tamil Nadu’s Muslims. 

 The Saudi–funded Tamil Nadu Thowheed Jamath (TNTJ) came into the limelight during investigations into the 
2019 Easter bombings in Sri Lanka. 

 The main group behind the Easter bombings was the National Thowheed Jamaath (NTJ), termed an ‘ideological 
offspring’ of TNTJ, by analysts. 
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What is the way forward?  

 The focus of study for jihadist indoctrination and violence by Indian security experts has largely been confined 
to the Af-Pak front or limited to the country’s western coastal states.  

 Equal attention needs to be given to countering threats of radicalisation affecting India from Southeast Asia as 
well. 

2. BORDER MANAGEMENT 

2.1 India’s maritime security- Five Concerns 

What is the issue?  

Addressing the critical maritime security challenges and ensuring better governance may require a substantial overhaul 
of India’s maritime security construct.   

Why is a National Maritime Security Coordinator (NMSC) appointed?  

 The Mumbai serial blasts (1993) and the Mumbai terror attacks (2008) happened because India’s maritime 
borders were not impermeable.  

 In an illegal migration case in 2018 about 243 people left India from Munambam harbour in Kerala, on a fishing 
boat.    

 

 The intensive search operation led by Indian Coast Guard hit a dead end with no clues.  

 All these incidents proves that maritime borders continue to remain porous.  

 For the first time a National Maritime Security Coordinator (NMSC) has been appointed to address maritime 
security challenges.   

 This is a step in the right direction.  

 It fulfils a long outstanding recommendation made by the Group of Ministers (GoM) in 2000, to set up an apex 
body for management of maritime affairs.  
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What are the deficiencies that needs to be addressed?  

Overlapping jurisdiction   

 A diffused approach gives rise to overlapping jurisdiction and lack of unity of command in maritime border 
guarding.  

 Between Centre and the states- Border guarding is part of the Union List.  

 Public order and Police are part of the State List.  

 Management of international land and coastal borders fall within the exclusive purview of MHA with Central 
Armed Police Force (CAPFs) assigned the task to guard the borders.  

 The responsibility for patrolling and surveillance of coastal areas up to 12 nautical miles falls under the SCP of 
the nine coastal states/UTs.  

 Firstly this fragments the maritime border guarding.  

 Secondly it erroneously conflates the responsibility of law and order (State List) with maritime border guarding 
(Union List).  

 This leads to the problem of overlapping jurisdiction between the IN, ICG and the SCP and a lack of unity of 
command at the ministry and force level.  

 The ICG is given the responsibility for overall coordination between the State and the Central agencies.  

 But IN and ICG are under the Ministry of Defence (MoD) and not the MHA, the nodal ministry responsible for 
border management.  

 Between IN and ICG- IN and ICG under Different Departments in MoD  

 The Indian Army, Navy and Air Force were placed under the Department of Military Affairs (DMA), headed by 
the Chief of Defence Staff (CDS).  

 But ICG was placed under the MoD.  

 So, the principle of ‘one border one force’ may be adopted while considering the deployment of forces at the 
border.  

Security of Maritime Borders is not ICG’s Primary Duty  

 ICG is mandated for ensuring the security of the maritime zones of India with a view to the protection of 
maritime and other national interest.  

 It came into being in 1977 pursuant to India promulgating the Maritime Zones of India Act (1976) and the 3rd 
meeting of UNCLOS (1976–82).   

 United Nations Convention on the Law of the Sea (UNCLOS), to which India is a party, entitles a country to 
maritime zones such as the Territorial Sea (TS), Exclusive Economic Zone (EEZ) and the Continental Shelf (CS).  

 As a result, 2.01 million square kilometres of ocean in the form of EEZ needs to be protected.  

 For combating smuggling and other illegal maritime activities, the KF Rustamji Committee recommended 
setting up of a Coast Guard type organisation for general superintendence and policing of the sea areas.  

 So, Security of maritime borders is not the primary duty of ICG.  

 With ICG already stretched in its primary roles, coastal security, not being their primary tasking, would further 
get short shrift.  

 The mitigating solution that may be considered is to create a separate force by splitting the maritime border 
guarding function and the associated infrastructure, assets and the manpower of the ICG and placing it under 
the administrative control of the MHA.  

 The other option would be the de novo creation of a separate maritime border guarding force under MHA.  

 All the assets and manpower that have been sanctioned to the ICG on account of additional responsibility for 
coastal security may be assigned to the new force.  
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Unclear Definitions and Diffused Responsibilities  

 The terms Maritime Security, Coastal Security, Offshore Security, and Coastline are not defined in any statutory 
document such as the Navy Act 1957 or the CG Act 1978.  

 This often results in a lack of clarity in jurisdiction between the IN, ICG and the SCP.  

 The Indian Maritime Security Strategy (IMSS), an official publication of the IN defines Offshore Security.  

 In this coastal waters are considered as the water area seawards of the Indian coast up to India’s Contiguous 
Zone (CZ) which are at 24 nautical miles from the baseline, or the International Maritime Boundary Line 
(IMBL), in case the latter is nearer.  

 Three incongruities appear as a result.   

 First, as per the Cabinet Committee on Security (CCS) directive of 2009, the ICG is responsible for Coastal 
Security only in TS, i.e., 12 nautical miles from the baselines.  

 However, the coastal waters have been defined stretching up to 24 nautical miles, i.e., up to the CZ.  

 This, therefore, leaves a gap of a band of 12 nautical miles, between the TS and the CZ, which comes under the 
IN, even though it is doctrinally defined as being part of ICG.  

 The other incongruity is regarding the use of terms ‘coastline’ and ‘baseline’.  

 The SCP’s responsibility for patrolling up to 12 nautical miles from the coastline assumes that it is the same as 
baseline.  

 India notified the baselines for the Indian mainland, Lakshadweep Islands and Andaman & Nicobar Islands 
(West) by using a system of normal and straight baselines  

 In many cases, such as in the Gulfs of Kutch and Khambhat on the West coast and off Wheeler Island on the 
East Coast, straight baselines have been used, and the distance between the baseline and the coastline is more 
than 200 kilometres.   

 This leaves large swathes of water areas unpoliced and without jurisdiction.  

Lack of Parameters for Measuring Efficacy of Coastal Security Measures  

 Coastal Security Scheme (CSS) - This was formulated by the MHA to strengthen the infrastructure of SC/MP 
for patrolling and surveillance of coastal areas, particularly in shallow water areas close to the coast.  

 The scheme also aimed at establishing institutional arrangements at State and District levels for coordination 
among various agencies including the ICG and the IN.  

 State Coastal/Marine Police - SC/MP has been activated through the CSS.   

 One designated Coastal police station (CPS) in every state now exercises criminal jurisdiction in international 
waters, compared to only two police stations earlier (one on each coast).  

 ICG Initiatives - The ICG undertakes various initiatives towards enhancement of its mandated responsibility 
towards Coastal Security.  

 These include promulgation of Standard Operating Procedures (SOPs), Special training for SCP and community 
interaction programmes (CIPs).  

 Despite implementing various schemes there is no means to measure the efficacy of the maritime/coastal 
security measures.  

 Also the arrests and seizures made by ICG and SCP are not reflected in the annual records published by the 
National Crime Records Bureau (NCRB).  

 Therefore, there is no way to determine the success of the implementation.  

Positive Identification and Tracking of Sub-20 Metre Vessels  

 After the 26/11 Mumbai attacks, it was made mandatory by Directorate General of shipping to put an AIS on 
board all vessels having length more than 20 metres.  

 However, the challenge lies in equipping the sub-20 metre length boats numbering around 1.6 lakhs.  
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 Indian Space Research Organisation (ISRO), in conjunction with MHA and Department of Animal Husbandry 
and Fisheries had jointly steered a pilot implementation of GSAT-6 satellite-based tracking transponders in 
various fishing boats in TN, Gujarat and Pondicherry.  

 The cost, however, was found to be prohibitive for the smaller fishermen.  

 The identification of genuine Indian fishermen at sea by security agencies still remains a challenge   

 Also the threat of an Indian fishing boat seized by Pakistani operatives to undertake a 26/11 type Mumbai attack 
remains a danger.  

2.2 Land Ports - Border Trade 

What is the issue? 

Safe and secure border is sine qua non for enhanced trade and integration. Here is how land ports have contributed to 
this. 

What is a Land port? 

 The regional economy of South Asian countries sharing land borders is heavily fragmented by trade and 
transportation barriers. 

 Addressing this, in 2012, India set up the Land Ports Authority of India (LPAI) through the LPAI Act, 2010, 
under the Ministry of Home Affairs. 

 Land port is an area on the international borders including portions of national, State highways and other roads, 
and railways. 

 It is notified as land Customs station or immigration check-post under the Customs Act, 1962 or the Foreigners’ 
Act, 1946. 

What are the contributions so far? 

 The LPAI has developed till date a total of 9 ICPs (Integrated Check Posts), which are located across India’s 
international land border. 

 

 Several new ICPs are coming up and their total number is likely to touch 24 by 2030. 

 India’s border management ecosystem with land ports is very much in sync with the obligations of the WTO 
Trade Facilitation Agreement. 

What is the role of a LPAI? 

 Manages the ICP properties. 

 Develops, sanitizes and manages the facilities for cross-border movement of passengers and goods at designated 
points. 

 Puts in place systems, which address security imperatives at the ICPs. 
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 Wide range of security equipment - Handheld metal detectors, door frame metal detectors, barriers and rotary 
mirrors which discourage manual frisking and verification by security forces. 

How have land ports helped? 

 Trade and infrastructure have a self-reinforcing relationship. 

1. With ICPs in place, India’s trade with her immediate neighbours (BBMNP countries) has gone up from 
487% in 2012-13 to 63.59% in 2020-21. 

2. In value terms - Rs. 327 billion in 2012-13 to Rs. 954.89 billion. 

3.  The output shift - Rs. 6.55 crore per vehicle in 2012-13 to Rs. 257 crore per vehicle in 2020-21 

 Creating a seamless passenger experience by facilitating cross-border passenger movement of over 1.26 crore 
people. 

 Channelising informal trade to formal trade - Potential for replication in several African land ports experiencing 
large informal trading activities. 

What are the unfinished tasks? 

 Enhancing and upgrading cross-border trade infrastructure at land borders: 

1. Access and Surveillance Control Systems 

2. Full Body Truck Scanners for non-intrusive scanning and Radiation Detection Equipment at ICPs which 
shall considerably reduce dwell time at ports. 

 Once some of India’s connectivity corridors such as the Trilateral Highway become operational, ICPs 
(particularly in eastern neighbourhood) require further capacity expansion. 

3. TERRORISM AND ORGANISED CRIME 

3.1 Separatism in Kashmir 

Why in news? 

Yasin Malik, the Kashmiri separatist leader and chief of banned Jammu and Kashmir Liberation Front (JKLF) was 
sentenced to life imprisonment in terror funding case. 

What is the J&K terror funding case about? 

 The case pertains to the terror conspiracy by LeT founder Hafiz Saeed and the separatist leaders who acted in 
collaboration with the banned orgainsations to raise, receive and collect funds domestically and from abroad 
using illegal channels. 

 The funds were collected to carry out separatist and terror activities in the Kashmir valley through stone pelting 
and attacks on security forces, damaging public property, etc. 

 The NIA in its investigation said that Yasin Malik was the head of JKLF and was involved in terror activities in 
J&K. 

 Malik along with other Hurriyat leaders formed a group called ‘Joint Resistance Leadership’ under which they 
issued directions to the people to involve in acts that could disrupt peace in the valley. 

 Yasin Malik is also accused of raising funds from traders at LOC and distributing them among terrorists and 
stone-pelters. 

 The NIA had filed a chargesheet against over a dozen people in January 2018 in connection with the terror 
funding case. 

 Malik is also facing other cases that pertains to the gunning down of IAF personnel in 1990 and the kidnapping 
of daughter of the then Home Minister Mufti Mohammed Sayeed in 1989. 

What is the court’s verdict? 

 The special court is designated for cases brought by the National Investigation Agency (NIA), which mainly 
handles offenses deemed to affect the sovereignty, security and integrity of India. 

http://www.shankariasacademy.com/
http://www.iasparliament.com/


 www.shankariasacademy.com 

www.iasparliament.com 
        
                                                                                                                   

CHENNAI | SALEM | MADURAI | COIMBATORE                                  DELHI | BANGALORE | THIRUVANANTHAPURAM  

14 

 Malik was charged with various offences under Indian Penal Code and the Unlawful Activities Prevention Act 
(UAPA). 

 He had pleaded guilty to the charges and told the special court that he had been practising non-violent politics 
in Kashmir after giving up arms in the 1990s. 

 However, the court awarded two life sentences to Yasin Malik and imposed a fine of at least Rs 11 lakh. 

 The initial reaction in the Valley to Malik’s conviction was an uptick in violence and protests even as security 
clampdowns were put in place to prevent any further upsurge. 

What is the status of separatism in Kashmir? 

 Malik’s conviction, the ongoing house arrest of Mirwaiz Umar Farooq and the death of hardliner Syed Ali Shah 
Geelani suggest that the political face of separatism has been neutralised in the valley. 

 This does not mean that the voices of separatism in the Valley have been silenced. 

 The absence of the political leadership is expected to give way to more militancy. 

 Threats- The situation in the Valley threatens to return to what prevailed during the violent 1990s. It includes 

o The Indian government’s decisions to do away with the special status for Jammu and Kashmir 

o Its bifurcation into two Union Territories and loss of statehood, 

o The ham-handed approach to achieve a politically suitable delimitation of electoral constituencies 

What is the need of the hour? 

 It is up to the Union Government to revive confidence-building measures in the Union Territory. 

 A return to statehood and a re-activation of the democratic political process is a much-needed imperative. 

3.2 Rise in Civilian Deaths in J&K 

Why in news? 

There is an increase in the number of deaths of civilians recently, including those of the minority community after terror 
attacks in J&K. 

What is the recent happening? 

 The dissent in the Valley with the recent administrative and political measures is being exploited to trigger 
communal discord and violence. 

 The recent attacks are carried out allegedly by a shadowy force calling itself The Resistance Front (TRF), termed 
by security forces as being set up by the LeT (Lashkar-e-Taiba). 

 The attacks are a major setback when the number of violent incidents in the Kashmir Valley was the lowest in 5 
years. 

What is the impact? 

 Pushed the Valley’s minority Hindu and Sikh communities into a state of fear. 

 Many Kashmiri Pandit and Sikh employees abstained from work or took leave temporarily, worried about their 
security. 

 Reminds the exodus of Kashmiri Pandits due to terror attacks in the early 1990s. 

What does this call for? 

 A reassurance of security from the Government for members of the minority communities such as the Pandits 
and the Sikhs. 

 A commitment for solidarity with the victims from the various political forces and civil society. 

 Initiatives by the civil society to foster communal amity and to mobilise people across communities against 
hatred. 

What lies ahead? 

 While the above are temporary responses, the dissatisfaction over the abrogation of J&K’s special status, its 
bifurcation and designation as a UT continues. 
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 Immediate renewal of political dialogue to address this concern as well as the resumption of political and press 
freedoms is essential for long-standing peace. 

3.3 Relationship between Tehrik-e-Taliban Pakistan (TTP) and Afghan Taliban 

What is the issue?  

Pakistan continues to refer to the TTP as a tool being used by India and other foreign powers to destabilise it.   

What is the relation of TTP and Afghan Taliban’s?   

 When the Afghan Taliban fanned out of Kandahar and began their conquest of Afghan cities in the mid-1990s, 
there were many willing recruits from Pakistan in the Taliban ranks.   

 Later, when the Afghan Taliban faced the US attack in 2001, Sufi Muhammad reportedly led thousands of tribal 
Pakistani youth, who marched into Afghanistan to fight alongside the Taliban.  

 The TTP brought together disparate Islamist outfits 
with an intent to coordinate their actions and mount a 
credible offensive against the Pakistani military.   

 The TTP is overwhelmingly Pashtun in composition 
(much like the Afghan Taliban), drawing its cadres 
mostly from the tribes in the erstwhile Federally 
Administered Tribal Areas (FATA) of Pakistan.   

 It has used the border areas straddling the Durand Line 
for its operations and managed to invoke the sympathy 
of the local Afghan Taliban, for whom there was hardly 
any difference between them fighting the Afghan 
Army, which was funded and equipped by the  

 Americans, and the TTP attacking the Pakistan Army, 
which was launching operations against their co-
ethnics and co-religionists in the tribal areas allegedly 
at America’s prodding.  

What are the concerns raised by Pakistan over TTP?  

 Pakistan regards the TTP as a retrograde armed outfit, It is launching regular attacks against it, despite decisive 
operations conducted against it in the past.   

 Pakistan continues to refer to the TTP as a tool being used by India and other foreign powers to destabilise it.   

 However, the Taliban’s public response has been rather tame and diplomatic.   

 Pakistan has launched several operations against it, the most recent being Operation Radd-ul-Fassad in 2017 
and Zarb-e-Azb in 2014, in the past, Pakistan claimed total victory over the TTP.   

 The joint US-Pak actions have also successfully targeted the TTP leaders from time to time.  

 However, in recent years, TTP has ideologically gravitated towards the extreme sectarian version of radical 
Sunni Islam, much like the Islamic State.   

What are the concerns for India?   

 Over the years, various groups within the TTP have maintained close contact with global Islamist organisations 
like Al-Qaeda and the Islamic State.   

 Like the Jihadi literature elsewhere, there is a lot of hatred against the US, Israel and India and often these 
countries are bracketed together as an axis of evil against whom jihad was considered perfectly legitimate.  

 The anti-India propaganda pamphlets have been distributed in the tribal areas from time to time urging people 
to wage jihad against India in Kashmir.   
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3.4 India and Taliban 

What is the issue?   

The return of the Taliban in an Afghanistan 
abandoned by both its fleeing President and the US 
forces infuses a perilous complexity into India’s 
strategic environment.   

What is the brief history of Taliban?   

 The Taliban, or ―students in the Pashto 
language, originally comprised students 
from the Pashtun areas of Afghanistan who 
were a faction of the jihadis (―holy‖ Islamic 
warriors) that were funded and armed with 
shoulder-launched anti-aircraft  

 Stinger missiles by the US in the later stages 
of the Soviet–Afghan War that ended in 
1989.   

 Their ranks were regularised in 1994 
through the madrassas (religious 
seminaries) of Pakistan that were largely 
financed by Saudi Arabia and which not only 
preached a hard-line form of Sunni Islam, 
but also the handling of arms and 
munitions.   

 Within two years, the Pakistan-trained 
Taliban gained power in Afghanistan, which 
they proclaimed an Islamic Emirate, while 
enforcing a virulent interpretation of Sharia, 
or Islamic law.   

 Their hostility towards India draws from 
Pakistan’s historic enmity with India.  

What is the significance of Indo-Afghan 
relation?   

 India and Afghanistan, perforce, had to 
establish two air corridors—Kabul– Delhi 
and Herat–Delhi—as Pakistan denied India 
an overland route to Afghanistan.   

 The air links helped bilateral trade touch 
US$ 1.4 billion, comprising US$ 900 million 
worth of Indian exports and US$ 500 
million worth of Afghan exports.  

 Afghan exports have mainly been fresh and 
dried fruit, while India’s have included 
pharmaceuticals, medical equipment, 
sugar, cement, and computers and 
peripherals.   

 The India–Afghanistan Strategic 
Partnership Agreement (SPA) of 2011 
further strengthened India’s commitment to 
assist in the rebuilding of Afghanistan’s 
infrastructure and institutions.  

 India’s largesse has extended from schools 
and hospitals to dams, and road and power 
infrastructure.   
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What are the concerns created by Taliban to India?  

 The Taliban fomented terrorism in India through terror outfits like Lashkar-e-Taiba (LeT) and Harkat-ulJihad 
al-Islami (HuJI) that were created in Afghanistan and based in Pakistan from where they launched their terror 
strikes against India.  

 The most noticeable of such attacks was the hijacking of Indian Airlines IC-814 Kathmandu–Delhi flight by four 
terrorists from the Pakistan based HuJI splinter group Harkat-ul-Mujahideen (HuM), who had commandeered 
the flight to Kandahar in December 1999 when the Taliban controlled Afghanistan.   

 With Taliban backing, the HuM negotiated the release of three of its terrorists imprisoned by the Indian 
government.   

 One of those released was Maulana Masood Azhar, who founded the Jaish-e-Mohammed (JeM) terrorist faction 
that was behind the December 2001 attack on the Indian Parliament as well as the Pulwama terror attack in 
February 2019 that killed 40 paramilitary soldiers.  

3.5 Hyderabad’s Drug Trafficking Problem 

What is the issue? 

There is worry that Hyderabad is possibly emerging as the primary conduit for drug trafficking in India. 

What is the case with respect to Hyderabad drug trafficking? 

 The Hyderabad police conducted a raid at a place where the kin of prominent filmstars, bureaucrats, politicians 
and rich businessmen were partying. 

 The police suspect that many high-end pubs and star hotels have become hubs for narcotic drugs, despite strict 
surveillance. 

 Over half-a-dozen foreign national drug carriers, mostly Tanzanian nationals were arrested and huge quantities 
of heroin and cocaine were seized. 

 The Directorate of Revenue Intelligence (DRI) and Customs officials believe that the drug smuggled from 
African countries was meant to be supplied to peddlers and abusers in major cities in north India, but not to 
Hyderabad. 

 This once again led to discussions that the capital of Telangana was possibly emerging as a primary conduit for 
drug trafficking in the country. 

What is the reason for rise in drug cases? 

 Internet- Internet-based end-to-end encrypted messaging mobile 
applications have provided a secure communications network for the 
drug cartels, middlemen and the abusers. 

 Easy visas- With a growing number of expats, visas are being issued 
easily nowadays. 

 Low surveillance- The city airport is being used as a safe transit point 
by the drug cartels in Africa as the surveillance is low when compared to 
other international airports in the country. 

What efforts were taken to curb the menace? 

 Constitutional efforts- Article 47 of the DPSP directs state to bring about prohibition of the consumption of 
intoxicating drinks & drugs which are injurious to health. 

 UN Conventions- India is also a party to the three United Nations drug conventions 

1. Single Convention on Narcotic Drugs (1961) 

2. Convention on Psychotropic Substances (1971) 

3. Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances (1988) 

 Legal measures- To tackle the problem of illegal drugs, the Parliament passed Narcotic Drugs and 
Psychotropic Substances Act of 1985 and Prevention of Illicit Traffic in Narcotic Drugs and Psychotropic 
Substances Act, 1988. 
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 Enforcement agencies- Government has adopted a multi-pronged strategy to deal with drugs control 
through NCB, Narcotics Control Division, Department of Central excise & customs, revenue intelligence & para-
military and armed forces. 

 Area mapping- The Narcotics Control Bureau (NCB) under the Ministry of Home Affairs had identified the 
districts highly prone to drug trafficking. 

 Fund allocation- The Centre has allotted Rs 35 crore to the National Institute of Social Defence to run drug-
free campaigns. 

 Specialized wings- The Hyderabad Narcotics Enforcement Wing (H-NEW) and Narcotics Investigation 
Supervision Wing (NISW) have been formed. 

What lies ahead? 

 Coordination among agencies which work against drug smuggling, including Customs, the Enforcement 
Directorate, the DRI, the Narcotics Control Bureau (NCB), the Central Industrial Security Force and the 
Intelligence Bureau is the need of the hour. 

 Apart from law enforcement agencies, it is high time civil society and youth organisations also play a role in 
controlling this problem by educating people about drug abuse. 

3.6 Symbols of Sikh Separatism 

What is the issue? 

Symbols of Sikh separatism that appeared at the Himachal Pradesh Assembly complex in Dharamshala suggest that 
forces promoting it are active and capable of mischief. 

What happened in Himachal Pradesh? 

 Khalistani banners were found put up and graffiti scrawled on walls near 
the main gate of the Himachal Pradesh Assembly complex in 
Dharamshala. 

 The announcement of June 6 as Khalistan “referendum day” made the 
State police seal the border. 

 A U.S. based Khalistani separatist has been charged in Himachal 
Pradesh under the UAPA,the Indian Penal Code and the HP Open Places 
(Prevention of Disfigurement) Act, 1985. 

 The State police chief has set up a special investigation team and ordered 
heightened vigil at the borders. 

What was the Khalistan Movement about? 

 The Khalistan movement is a Sikh nationalist movement that 
wants to create an independent state for Sikh people, via armed 
struggle or political, inside the current North-Western Republic 
of India Such a state existed in Punjab from 1709 to 1849. 

 In early 1980s, the movement had emerged as a major separatist 
movement that was fed on arms under the patronage of 
Pakistan’s ISI who was seeking revenge for creation of 
Bangladesh. 

 Bhindranwale emerged as the extremist voice of Sikhs and 
declared himself as the protector and arbiter of Sikh rights. 

 Operation Blue star was conducted to capture Bhindrawale in Harmandir Sahib Complex, but the operation 
resulted in a strong anti-India sentiment. 

 The then PM Indira Gandhi was seen as an enemy of the Sikhs and two Sikh guards of her killed her in 1984. 

 Her killing was followed by wide-spread riots against the Sikhs across India, the genocide of Sikhs across India 
fuelled more anti-India sentiment. 

 At the present, Khalistan movement is dormant in India but gets ideological support from Sikhs living in 
Canada, UK, USA and ISI of Pakistan. 

To know more about the Khalistan movement, click here 
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How significant is the current happening? 

 Domestic divisions in India, exacerbated by the politics and policy are echoing among the diaspora in the U.S., 
Canada, Europe and Australia. 

 Religious minorities and Dalits have been disconnected from the diaspora mobilisation of the Indian 
government. 

 Thoughtless comments and campaigns against the community, particularly when they are led by powerful 
political actors, can trigger serious reactions. 

 There is an immense scope for India’s enemies to inflame passions for which vigilance is essential. 

 Though isolated and feeble, Sikh separatism continues to flicker and it must serve as a constant reminder for 
social cohesion and impartial state policy. 

3.7 Malhama Tactical  

Why in news?  

A conglomerate of elite jihadists, referred to as Malhama Tactical, has emerged as a serious threat.   

What is Malhama tactical?   

 It was formed by an Uzbek militant, Sukhrob Baltabaev or Abu Rofiq, in 2016.  

 It is believed to be the first for-hire terrorist group, which has trained Islamist militants, including the East 
Turkistan Islamic Movement fighters, and those who participated as mercenaries in the Syrian war.  

 It has therefore gained notoriety as the “Blackwater of Jihad”.  

 Blackwater (renamed Academi) is an American private military company whose contractors have infamously 
participated in conflict-ridden states like Iraq, as part of American security operations.   

 Unlike the conventional terrorist groups, Malhama Tactical is a commercial enterprise driven by a for-profit 
agenda and is not constrained by a specific ideology and defined enemies.   

What are the concerns related to Tactical?  

 Today, the market for private contractors is flourishing with a vast supply of cash and weaponry and earnings 
far better than that of ordinary soldiers.  

 These factors have given Malhama Tactical much leeway in carrying out its objectives, and associating with a 
broad spectrum of radical and violent groups including Hayat Tahrir alSham, Jabhat al-Nusra and Ajnad al-
Kavkaz.   

 It is also considered exclusive due to the military expertise and guerilla warfare tactics passed on by the trainers 
(battle-hardened and former Chechen militants) and Abu Rofiq, who was a member of the Russian Airborne 
Troops, an elite group within the armed forces.  

 The training modules also incorporate lessons from the strategic tactics of foreign armies.  

 Its trainers and recruits have easy access to a wide array of extravagant arms and ammunition, such as the 
Rocket Propelled Grenades, that amount to no less than $800 per round.  

 Malhama Tactical has posed multiple challenges for global security. Hostile states can now rely on plausible 
deniability while conducting asymmetrical war against actors perceived as oppressors, infidels or contenders 
for dominance.  

 It has resulted in an additional problem for states that cannot associate Malhama Tactical with a specific 
terrorist group and, consequently, an ideological underpinning, the base of operations, leadership and 
recruitment methods.   

 Furthermore, it could foment the growth of similar extremist organisations worldwide, potentially taking 
advantage of the security vacuum in the territories experiencing turmoil.  

 Malhama Tactical has indirectly targetted countries such as Russia by providing training in combat to violent 
extremists who are fighting against it on the Syrian battlefield.   
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 The turn of events could embolden violent jihadist groups like Malhama Tactical to follow suit—particularly in 
West Asia (primary base of operations) and Central Asia (where the core fighters and trainers trace their origin 
to).   

 These regions could experience further instability and violence, more so in Russia.  

3.8 France’s pre-emptive counter terrorism 

Why in news?  

Almost six years after the horrific terrorist attacks, France has initiated the “biggest trial” in its modern history.   

What is France’s biggest trial all about?   

 With 300 lawyers and about the same number of witnesses, court proceedings for the trial of the 20 accused 
have begun on 9 September 2021, and are expected to continue for at least nine months.  

 The trial will focus on the atrocities committed on 13 November 2015, when Islamic State terrorists carried out 
a series of attacks at Paris’ celebrated Bataclan Concert Hall, Stade de France (the national stadium where 
France was playing off against Germany) and several bars and restaurants. At least 130 people were killed and 
350 were wounded on that fateful “night of terror”.  

 These attacks had come on the heels of the “Charlie Hebdo Shooting” in January of the same year.   

 Terrorists had shot down 12 people and wounded 11 over the satirical magazine Charlie Hebdo’s publication of 
Prophet Muhammad’s caricatures.  

What are the pre-emptive measures of France?   

 Anti-terrorism Legislation - A new set of anti-terrorism legislation has given wideranging powers to security 
agencies, and these laws have remained in place even after the state of emergency was revoked in July 2017.   

 Some of the fundamental tenets of the legislation enacted since 2015 are as follows:  

 Members of the armed forces/civil servants would be dismissed from service, if they are found to believe in 
jihadist ideology.  

 Muslim clerics advocating violent extremist views would be jailed, where they shall undergo counter-
radicalisation training.  

 A law concerning closure of religious schools and places of worship that promote separatism and extremism has 
already come into effect.  

What are the concerns with France’s punitive action on terror?   

 To pre-empt terrorist attacks, the French governments have introduced several counterterrorism laws and 
security measures since 2015.   

 Some Western political observers, have questioned the allegedly intrusive and punitive nature of some measures 
that they claim runs contrary to liberal and secular values.   

 For its part, France sees itself as taking a more hands-on approach in combating terrorism, as its tolerance for 
radical ideologies and religious extremism has run out.   

 The government under President Macron is particularly suspicious of the extremist narratives of Political Islam, 
which it believes spawns violent extremism and poses a threat to liberal values and civil liberties enjoyed by 
French society.   

 Some of the “pre-emptive” measures, including security and legislative reforms, taken by the Macron 
government are mentioned below.  

 The electoral factors seem to have played a major role in moulding the present counterterrorism narrative in 
France.  

 Far-right leaders are alleged to have used acts of terrorism in the country as a rallying point to unseat President 
Macron and the governments preceding him.  

 For several decades, France has struggled to deal with the fissures within its multi-ethnic and multi-religious 
demography, and the issue of a bourgeoning Muslim citizenry has now become a part of the political discourse.   

 The long shadow of French colonial legacy in Algeria has also sullied communal harmony.   
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 The French conception of a more assertive secularism has also generated a sense of insecurity among the 
religiously devout sections of the ethnic Algerian community, which had mostly migrated to France after World 
War II.  

 The sense of real and perceived socioeconomic marginalisation of the community is believed to have worsened 
the divide.   

 Even President Macron has acknowledged the impact of the French colonial legacy in worsening the level of 
separatism within the population, which he alluded to even while unveiling the anti-terrorism laws.  

 This shows that his government has contextualised the colonial factor while formulating the new anti-terrorism 
laws and is cognizant of its broader implications.  

3.9 Bokoharam and female suicide bombers 

Why in news?  

Nigerian government had reported that the strength of Bokoharam has been significantly weakened in the recent 
months.  

What is the present state of Bokoharam?   

 Boko Haram, is a terrorist organization based in north-eastern Nigeria, which is also active in Chad, Niger and 
northern Cameroon.  

 It was founded by Mohammed Yusuf in 2002, the group was led by Abubakar Shekau from 2009 until his death 
in 2021.  

  When the group was first formed, their main goal was to "purify" Islam in northern Nigeria, believing jihad 
should be delayed until the group was strong enough to overthrow the Nigerian government.  

 The reported death of Shekau may herald the imminent end of Boko Haram, but the impact of its heinous 
atrocities, particularly its use of female suicide bombers, has set a dangerous precedent for other terrorist groups 
to adopt.  

How Boko Haram makes uses of Child abduction?   

 Boko Haram carried out its first suicide bombing when they targeted the Nigerian Police Headquarters in 2011.   

 The benefit of precision that so-called “human bombs” offered was unequalled than any other tactic for the 
terror group, however, it did not want to sacrifice its own trained fighters for the job.  

 By 2013, Boko Haram had come up with a more inhumane solution, It started abducting schoolchildren and 
turned them into innocent carriers of death.   

 The group started attacking schools imparting Western education.   

 In 2014, the group abducted 276 schoolgirls from Chibok town in northeast Nigeria.   

 While this abduction gained global notoriety for Boko Haram,   

 Nigerian forces did little to rescue the girls from captivity, this further encouraged the group to carry on with its 
tactics of raising little human bombs, preferably girls as they generally evade suspicion of security agencies.  

 The abduction of children also became a source of revenue for the group as it started seeking ransom, selling 
them into slavery, or using them in exchange for the release of its imprisoned members.   

 Some of them were even forced into marriage with Boko Haram fighters.   

 Thereafter, the group saw potential in turning boys into regular fighters, and girls into potential suicide 
bombers.  

How Bokoharam exploits females as suicide bombers?   

 Once kidnapped, a woman is given three choices: get married to a fighter, receive weapons training and become 
a fighter, or become a suicide bomber.  

 Many women fear they will be stigmatised even if they manage to return to society and so they often opt for 
marriage.   

 After intense indoctrination, some adopt a more radical path.   
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 There are still others who understand the deviousness of the Boko Haram narrative, and even rebel against the 
terror group.   

 Female suicide bombers turned out to be a low-cost, low-tech and low-risk option that required little training 
and had the advantage of being relatively undetectable.  

 The element of surprise which is vital for carrying out suicide attacks increased with the use of girls and women 
as bombers.  

 Exploiting the stereotype of women being less assertive, thereby potentially less dangerous, made them the ideal 
weapon in the hands of Boko Haram.  

 The difficulty in inspecting young religious women wearing a garb also helped Boko Haram in using them as 
suicide bombers.   

 With better access to markets, crowded localities, places of worship and other soft targets, women suicide 
bombers provided a “sick” but useful strategic option.   

 Pregnant or seemingly pregnant women became an even greater cover.  

 Boko Haram also exploited the social stigma attached to abducted women and the near impossibility of being 
accepted back in a conservative society.   

 In fact, there have been many instances when women returned to the terrorist camps after being rescued from 
the group.   

 The psychological and societal pressures faced during an attempted return to society proved unbearable.  

 The media coverage of terrorist attacks, which generally plays up the story of female suicide bombers, turned 
out to be another factor behind the strategy of using women bombers.   

 The use of women and children in direct combat or suicide missions was also aimed at creating a certain amount 
of sympathy for the terrorist cause as the two represent the more vulnerable sections of society.  

3.10 Maldives & Rise of Islamist Militant Attack 

Why in news? 

The growing radicalism, violent extremism and terrorism in the Maldives is a matter of serious concern.  

What is the account of violent extremism in Maldives?  

 Radicalisation began in the Maldives in late 1970s, and the political use of Islam over the years has further 
pushed the Maldivian society towards radicalism and violent extremism. 

 As per the reports, foreign-returned jihadis, who fought for the global terrorist groups in other countries, are 
freely preaching jihadi ideologies in the country.  

 It has been observed that under the influence of social media too, several Maldivians got attracted to the 
ideology of global Islamist terrorist groups.  

 The first recorded Islamist militant attack in the 
Maldives took place at Sultan Park in Male in 
September 2007, ever since, the Maldives has 
been vulnerable to terrorism.  

 In 2017, a plot to blow up an airplane was 
orchestrated by a Maldivian member of the 
Islamic State (IS) in Syria, but the attempt was 
foiled by the local authorities working with “five 
biggest countries in the world.” 

 In April 2020 as well, the IS claimed 
responsibility for launching an attack and 
destroying seven vessels including a sea 
ambulance in Alifu Dhaalu Atoll on Mahibadhoo 
Island, The boats were destroyed using 
“incendiary bombs.” 
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 The 6 May 2021, terrorist attack was a remote-controlled explosion, in which an improvised explosive device 
(IED) was used, which caused life threatening injuries to Mohamed Nasheed ( former president of Maldives) .  

 Although no one has claimed responsibility for the 6 May attack, it is suspected that radical Islamists were 
behind the attack.  

 It is worth mentioning that until 2019, there was no provision under the Prevention of Terrorism Act 1990 
(PTA) to arrest those who returned after fighting for terrorist groups in foreign countries.  

 In September 2019, the Solih government designated 17 terrorist organisations under the PTA. 

 The amendments made to the Act in 2019 led to an arrest as well, yet many of those showing allegiance to the 
IS and other global jihadi groups are still roaming freely in the Maldives.  

 The country is, therefore, extremely susceptible to terrorist attacks.  

 The radicalised elements in the Maldivian society have shown extreme intolerance for those holding secular 
and liberal ideas and consider them un-Islamic.  

What is Government’s response on rising extremism?  

 The government has responded with immediate action, which includes taking prompt precautionary measures 
to ensure the safety and security of the people of the Maldives following the attack; bringing out changes in the 
Special Protection Group responsible for Mohamed Nasheed’s security. 

 While the police along with the MNDF has initiated countrywide counter-terrorism operations, the President 
has also sought help from the Australian Federal Police and the United Kingdom (UK) to assist the Maldivian 
police in the investigation. 

 The special envoy’s oversight of the ongoing investigation will be conducted within the parameters set by the 
Prosecutor General. 

 President Solih has also formed a four-member committee consisting of members of the President’s Office and 
the Attorney General’s Office to conduct an intelligence audit on the Maldives Police Service (MPS) and the 
MNDF with regard to the failure to detect the terrorist plot, and make necessary changes to prevent such an 
incident.  

 The efforts of the committee are being supervised by the National Security Advisor’s office. 

 A parliamentary inquiry committee has also been set up to identify any security breach that led to the attack.  

 The committee is summoning the state officials and ministers as well as members of parliament for the 
investigations. 

 Further, the government has introduced a bill in the parliament to amend the Maldives Penal Code to 
criminalise hate speech and hate crimes. 

What are the challenges ahead?  

 President Solih and his administration seem to be committed to tackle the triple challenges of radicalism, 
violent extremism and terrorism.  

 However, it is too early to assess the efficacy of the measures as the investigation is still going on and the process 
of bringing reforms in the system is in the early stages.  

 At the same time, the issues confronting the government while responding to the terrorist attack make it amply 
clear that the road ahead will not be a smooth one. 

 While the security forces, police, the concerned ministries, and policymakers are committed to addressing the 
issues of violent extremism and terrorism, there is an evident lack of coordination among them.  

 The National Counter Terrorism Centre (NCTC), which is meant to facilitate and coordinate with these 
agencies, does not seem to be working too well as the interactions among these agencies are limited.  

 Moreover, there is no single agency entrusted with the execution of the outcomes emanating from these 
interactions coordinated by the NCTC. 
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4. NORTH EAST INSURGENCY 

4.1 Border disputes in North East  

Why in news? 

Six policemen from Assam were killed in a violent clash during a Border disputes in Northeast India. 

What is the account of Border Disputes in North East India?  

 Northeast India has been witnessing inter-state border disputes since the early 1960s when the process of 
carving out states from the undivided Assam commenced. 

 The most recent in the series of border disputes that plagued the region is the Assam–Mizoram border, which 
has been witnessing violent incidents since 2020. 

 Assam–Mizoram Border Dispute - Mizoram was carved out of Assam and established as a Union Territory 
in 1972 and as a full-fledged state in 1987.  

 The two states share a 164.6 km-long border, the boundary between the two states is defined in the North-
Eastern Areas (Reorganisation) Act of 1971. 

 Major clashes along the border broke out in 2006, 2018, 2020, and more recently in 2021. 

 The dispute between Assam and Mizoram stems from the latter’s refusal to accept the present boundary with 
Assam as notified in 1933 arguing that it was a decision imposed upon them by the British.  

 Mizoram suggests that the Inner Line Reserved Forest, as described in the 1875 notification under the Bengal 
Eastern Frontier Regulation Act of 1873, should be the basis for delineating the border. 

 In all, Mizoram claims 819.15 sq. km of forested territory from Assam.  

 Assam government’s contention is that the 1875 notification mentioned the Inner Line, which was only a line 
limiting the administrative extent of the Assam government and was never meant as a boundary line between 
Cachar and Lushai Hills. 

 Assam–Nagaland Border Dispute - Assam and Nagaland share a 434 km-long border.  

 While the border dispute between the two states began right after Nagaland attained statehood in 1963, it is 
important to note that even before India gained independence, the Naga National Council (NNC) had 
demanded the return of the territories which formed part of Naga Hills District.  

 This demand was included in the Nine Point Agreement signed between Governor of Assam Sir Akbar Hydari 
and the NNC in June 1947.  

 Point No. 6 of the Agreement mentions bringing back all the forests transferred to Sibsagar and Nowgong 
(Nagaon) districts as well as all the Naga-inhabited contiguous areas to Naga Hills District. 

 The restoration of the “Naga areas” was raised again and placed on record under Point Nos 12 and 13 in the 16-
Point Agreement signed between the Union government and the Naga People’s Convention (NPC) in 1960. 

 As is evident, the Government of India did not take any action on this demand but decided to confer statehood 
to the Nagas to achieve their political aspirations. 

 The government of the newly formed state of Nagaland, however, did not accept the boundary delineation and 
demanded that Nagaland should comprise the erstwhile Naga Hills and all Naga-dominated areas in North 
Cachar and Nowgong (Nagaon) districts, which were part of the Naga territory in 1866.  

 In all, Nagaland demands 12,488 sq. km of Assamese territory, all of which comprise 10 Reserve Forests. 

 The refusal of Nagas to accept the notified boundary saw large forested tracts of Assam encroached upon by the 
Naga rebels in the 1960s, which were used as hideouts.  

 These insurgent groups were followed by the common Naga people who started settling in these forested areas 
with the encouragement of the Nagaland government and were protected by the Naga rebels.  

 As encroachments increased, tensions between Assam and Nagaland flared up resulting in the first border 
clashes in 1965.  

 Since then, violent clashes along the Assam–Nagaland border have become a regular feature, with major armed 
conflicts reported in 1968, 1979, 1985 and the latest in 2014. 
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 Assam–Arunachal Border Dispute - Arunachal shares an 804.1 km long boundary with Assam.  

 The boundary dispute between the two states came to the fore after the establishment of Arunachal Pradesh as 
a Union Territory in 1972.  

 The process of demarcation of the boundary between Assam and Arunachal started in 1972 and by 1979, 396 
km of the boundary was demarcated. 

 However, a number of anomalies and disputes regarding the border surfaced during the survey, As a result, the 
process of demarcation had to be suspended. 

 The border dispute between the two states arose when Arunachal Pradesh refused to accept the 1951 
notification as the basis of boundary delineation.  

 Arunachal argues that the plain area was transferred to Assam without the consent of its people.  

 It claims that the people of Arunachal Pradesh have traditional and customary rights over these lands which 
were also recognised by the British as well as the Ahom rulers through the payment of posa.  

 The Assam government, however, argues that the boundary is constitutional and cannot be altered. 

 Assam–Meghalaya Border - Meghalaya was carved out of Assam as an autonomous state in 1970 and 
became a full-fledged state in 1972.  

 Assam shares an 884.9 km long border with Meghalaya.  

 The border dispute stems from the Meghalaya government’s refusal to accept the Assam Reorganisation 
(Meghalaya) Act of 1969.  

 There are at present 12 points of dispute along the Meghalaya–Assam border covering an area of 2,765.14 sq. 
km. 

 Like in the case of Arunachal Pradesh, in April 1951, on the recommendations of the Bordoloi Committee, 
Blocks I and II of Jaintia Hills were transferred to the Mikir Hill (Karbi Anglong) District of Assam and areas 
in Garo Hills to Goalpara District of Assam.  

 The contiguous areas in Ri Bhoi District were also transferred to the Kamrup District of Assam.  

 The 1969 Reorganisation Act reiterates these transfers and accordingly defines the boundary of Meghalaya. 

 Meghalaya claims that these areas originally belong to the Khasi–Jaintia Hills and that the inhabitants belong 
to the Khasi Pnar tribe, therefore, these areas should belong to Meghalaya.  

 It also claims that some of these territories were also lost to the British by the Khasi chieftains.  

 The Assam government on the other hand asserts that Meghalaya Archives does not have the documents to 
prove that these areas historically belonged to Meghalaya.  

 And that it will adhere to the maps which were created in 1979–80. 

What are the issues in resolving the disputes? 

 At present, the situation remains tense along the state borders.  

 Central forces are deployed along the border, Sashastra Seema Bal (SSB) and Central Reserve Police Force 
(CRPF) on Assam side and the Border Security Force (BSF) on the border of other states—to act as a buffer 
between the state police forces.  

 It is important to note that most of the meetings between the officials intended to defuse tensions following 
border clashes rather than finding a permanent solution.  

 However, almost all these border disputes have their origins in colonial times and reflect the consequences of 
the British policy of creating and recreating boundaries for administrative convenience based on annexation 
and exploration of territories in the region.  

 The Union government has made efforts to resolve these disputes, however not much success has been achieved 
as one or the other state remained non-cooperative.  

 Several attempts at resolving these disputes have been unsuccessful indicating the collective failure of Union 
and state governments.  

 After every major incident, the Union government or the Supreme Court have appointed commissions, which 
recommended ways to resolve the issue.  
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 However, since these recommendations were not binding upon the states, one or the other state government 
rejected the reports if its claim was not favoured.  

 The appointment of commissions itself can be seen as a delaying tactic by the governments rather than 
searching for solutions.  

What are the impacts of the disputes?  

 Non-resolution of these disputes has given rise to strong community sentiments among states concerned and 
resultantly vitiated the inter-state relations.  

 Further, the security situation of the region is jeopardised with insurgents and criminals gaining the upper 
hand.  

 The need of the hour is to shape public opinion for peaceful borders and redouble efforts for a political solution 
to these decades-old disputes. 

 Meanwhile, the persistence of border disputes has vitiated inter-state relations and jeopardised the security 
situation in the region as insurgent groups and criminals have gained an upper hand to foment further tensions.  

 In fact, the border disputes have become highly politicised with political leaders and student organisations 
mobilising public sentiments in their favour. 

4.2 Assam-Meghalaya Border Dispute Agreement 

Why in news? 

Assam and Meghalaya have partially resolved a 50-year-old border dispute in six of the 12 sectors. 

How did the boundary dispute start? 

 Meghalaya, carved out of Assam as an autonomous State in 1970, became a full-fledged State in 1972. 

 It was based on the Assam Reorganisation (Meghalaya) Act of 1969 

 The Meghalaya government refused to accept it because the Act followed the recommendations of a 1951 
committee that defined the boundary of Meghalaya. 

 Based on the panel’s recommendations, areas of the present-day East Jaintia Hills, Ri-Bhoi and West Khasi 
Hills districts of Meghalaya were transferred to the districts of Assam. 

 After claims and counter-claims, the dispute was narrowed down to 12 sectors on the basis of an official claim 
by Meghalaya in 2011. 

How did the two governments go about handling the issue? 

 In 1983 a joint official committee was formed to address the issue. 

 The committee suggested that the Survey of India should re-delineate the boundary with the cooperation of both 
the States but there was no follow-up action. 

 In 1985 an independent panel headed by Justice Y.V. 
Chandrachud was constituted. 

 Meghalaya rejected the report as it was allegedly pro-Assam. 

 In 1991 both the governments agreed to jointly demarcate 
the border with the help of the Survey of India. 

 About 100 km of the border was demarcated by the end of 
1991, but Meghalaya found the exercise unconstitutional and 
refused to cooperate. 

 In 2011, the Meghalaya Assembly passed a resolution for 
central intervention and the constitution of a boundary 
commission. 

 The Assam Assembly retaliated with a resolution to oppose the move. 

 The Centre made the two governments appoint nodal officers to discuss the boundary dispute. 

 In 2019, the Meghalaya government petitioned the Supreme Court to direct the Centre to settle the dispute but 
the petition was dismissed. 
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What about the current agreement? 

 Both States formed three regional committees, one each for a district affected by the disputed sectors. 

 The main objective is to end the boundary dispute between the two states in six of the 12 areas along their 885-
km boundary. 

 The committees, each headed by a cabinet minister, were given “five principles” for approaching the issue which 
includes 

o historical facts of a disputed sector 

o ethnicity 

o administrative convenience 

o willingness of people 

o contiguity of land preferably with natural boundaries such as rivers, streams and rocks 

 Of the disputed territory (a little over 36 square kilometres), the two States will get a near equal share, 
enshrining the sharing principle by adopting a give-and-take approach. 

 The agreement was signed by Assam Chief Minister Himanta Biswa Sarma and his Meghalaya counterpart 
Conrad Sangma, in the presence of Home Minister Amit Shah. 

 There is a fear among non-tribal people that they could end up living in a region with no right. 

What will be the impact of the settlement on other border disputes in North-East? 

 Assam, the mother State from which other States were carved out in the northeast, currently has boundary 
disputes with Arunachal Pradesh, Mizoram and Nagaland. 

 The agreement amplifies cooperative federalism and provides a road map for resolution of other boundary 
disputes between states. 

 It is said that in the next six-seven months, the second phase of resolution would commence for the remaining 
sites. 

4.3 Explained: What is ‘Greater Tipraland’ and why are tribal outfits in Tripura pushing for it 

Why in news? 

The demand has grown louder to carve out a separate 
state of 'Greater Tipraland' for the indigenous 
communities in Tripura under Article 2 and 3 of the 
Constitution. 

What is the demand? 

 Several tribal outfits and indigenous 
communities of the north-eastern state of Tripura 
demand for a separate state of Greater Tipraland. 

 The indigenous communities in the region is 
demanding a separate state as “survival and 
existence” was at stake. 

 Among the 19 notified Scheduled Tribes in 
Tripura, Tripuris (aka Tipra and Tiprasas) are the 
largest. 

 According to the 2011 census, there are at least 5.92 lakhs Tripuris in the state, followed by Reangs (1.88 lakhs) 
and Jamatias (83,000). 

 They want the Centre to carve out the separate state under Article 2 and 3 of the Constitution. 

How did the demand originate? 

 Tripura was a kingdom ruled by the Manikya dynasty from the late 13th century until the signing of the 
Instrument of Accession with the Indian government on October 15, 1949. 

 The demand mainly stems from the change in the demographics of the state. 
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 The indigenous communities were reduced to a minority due to the displacement of Bengalis from the erstwhile 
East Pakistan between 1947 and 1971. 

 Their population reduced from 63% in 1881 to 31% by 
2011. 

 They have also been dislodged from land reserved for them 
by the penultimate king of the Manikya dynasty Bir 
Bikram Kishore Debbarman. 

 In the intervening decades, ethnic conflict and insurgency 
gripped the state, which shares a nearly 860-km long 
boundary with Bangladesh. 

What has been done to address the grievances of 
indigenous communities? 

 The Tripura Tribal Areas Autonomous District Council 
(TTADC) was formed under the sixth schedule of the 
Constitution in 1985 to ensure development and secure 
the rights and cultural heritage of the tribal communities. 

 The TTADC, which has legislative and executive powers, 
covers nearly two-third of the state’s geographical area. 

 The council comprises 30 members of which 28 are elected 
while two are nominated by the Governor. 

 Also, out of the 60 Assembly seats in the state, 20 are 
reserved for Scheduled Tribes. 

 However ‘Greater Tipraland’ envisages a situation in 
which the entire TTADC area will be a separate state. 

 It also proposes dedicated bodies to secure the rights of the 
Tripuris and other aboriginal communities living outside Tripura. 

4.4 KarbiAnglong Agreement 

Why in news? 

Karbi Anglong peace deal was recently signed 

What has been the history? 

 Naga insurgency has been an inspiration for separatist 
movements in the North-Eastern region to protect their culture. 

 Bodoland movement and the ULFA movement aimed for a 
sovereign Assam. 

 But many smaller groups have also fought to protect their 
distinct ethnic, linguistic and cultural identity from being 
subsumed within a broader Assamese identity. 

 KarbiAnglong, is the largest district in Assam and comprises 
various tribal and ethnic groups including the Kukis, Dimasas, 
Garos, RengmaNagas, Tiwas and Karbis,  

 Karbis were the majority among them and demanded a separate 
state of KarbiAnglong and North Cachar Hills. 

 But on the negative side they exploit alienation caused by an 
insensitive and exploitative state, and engage in extortion, ethnic 
violence, killings, etc. 

What has been the approach of Centre? 

 The Centre offered autonomy under the Constitution on the one hand while using security forces to crush 
militancy on the other. 
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 Insurgents who negotiate for peace are accommodated in state legislatures or Autonomous Councils. 

 This approach has had various degrees of success, in Mizoram, Tripura, theBodo areas. 

 However, KarbiAnglong separatists rejected Sixth Schedule status. 

 They demanded for an autonomous state under Article 244(a) of the Constitution. 

What is KarbiAnglong Agreement? 

 It is tripartite agreement signed between the Centre, five insurgent 
groups active in KarbiAnglong, and the Assam government. 

 It marks the culmination of an extended process of negotiation to end 
insurgency in the region. 

 It will ensure greater devolution of autonomy to the KarbiAnglong 
Autonomous Council (KAAC). 

 It proposed to notify Karbi as the official language of KAAC. 

 English, Hindi & Assamese will continue to be used for official 
purposes. 

 A Special Development Package of Rs. 1000 crores over 5 years will be 
given by the Union and Assam for the focussed development of KAAC 
areas. 

 It also provides for rehabilitation of cadres of the Karbi armed groups, who have agreed to renounce violence. 

 Assam Government shall set up a Karbi Welfare Council for focussed development of Karbi people living outside 
KAAC area. 

 The Consolidated Fund of the State will be augmented to supplement the resources of KAAC. 

 Over a thousand armed insurgents have surrendered their arms. 

Does the agreement satisfy the local demands? 

 The current KarbiAnglong agreement signed falls short of fulfilling the demand for autonomous. 

 Yet it promises more autonomy than currently enjoyed by the Autonomous Council under the Sixth Schedule. 

 10 seats on KAAC has been marked for people from any community, paving the way for other community 
representation. 

 Autonomy and funds alone may not be sufficient to improve the condition of the people. 

 Autonomous Councils are often captured by vested interests, who invoke fears of a militant past. 

 The enhanced development funds are oftern diverted to private parties. 

4.5 Explained: What is AFSPA, and why are states in Northeast against it? 

Why in news? 

The Nagaland govt has called for repeal of AFSPA in the wake of public outrage against the killings of 13 civilians. 

What is the recent Naga killing about? 

 Six civilians said to be workers in a coal mine were killed by security forces in an area between Tiru and Oting 
village in Nagaland’s Mon district. 

 The incident triggered violence in the area in which eight more civilians were killed after security forces allegedly 
opened fire. 

 The killing of civilians has been condemned by local civil society organisations, Naga outfits, national political 
parties, and the state government itself. 

 The Government has promised an inquiry by a Special Investigation Team. 

 Nagaland leaders feel the killings have the potential to create mistrust about the Indian government and derail 
the peace process currently underway between the Centre and the Naga insurgents groups. 

 The repeal of AFSPA has been a long-standing demand in the North eastern states. 
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What is AFSPA? 

 The law is based on the Armed Forces (Special Powers) Ordinance of 1942, which was issued during the Quit 
India movement. 

 After Independence, in 1958 Prime Minister Jawaharlal Nehru decided to retain the Act. 

 It was first implemented in the Northeast, and then in Punjab. 

 The Act empowers the Centre to unilaterally take a decision to impose AFSPA and provides special powers for 
the armed forces. 

 It can be imposed by the Centre or the Governor of a state, on the state or parts of it, after it is declared 
“disturbed’’ under Section 3. 

 According to The Disturbed Areas (Special Courts) Act, 1976 once declared ‘disturbed’, the area has to maintain 
status quo for a minimum of 3 months. 

 AFSPA is confined to be enacted only when a state, or part of it, is declared a 'disturbed area'. 

 Continued unrest, like in the cases of militancy and insurgency, and especially when borders are threatened, are 
situations where AFSPA is resorted to. 

 Punjab was the first state from where it was repealed and followed by Mizoram in the 1980s, Tripura in 2015 
and Meghalaya in 2018. 

 Currently, AFSPA is in effect in Jammu and Kashmir, Nagaland, Assam, Manipur (excluding seven 
assembly constituencies of Imphal) and parts of Arunachal Pradesh. 

What are the powers of AFSPA? 

 After giving such due warning, fire upon or use other kinds of force even if it causes death. 

 To arrest without a warrant anyone who has committed cognizable offences or is reasonably suspected of having 
done so and may use force if needed for the arrest. 

 Stop and search any vehicle or vessel reasonably suspected to be carrying such person or weapons. 

 Army officers have legal immunity for their actions where no prosecution, suit or any other legal proceeding 
against anyone acting under that law. 

 The government's judgment on why an area is found to be disturbed is not subjected to judicial review. 

 Protection of persons acting in good faith under this Act from prosecution, suit or other legal proceedings, except 
with the sanction of the Central Government, in exercise of the powers conferred by this Act. 

Is there any safety net for civilians? 

 Security persons cannot open fire without prior warning given to the suspect. 

 Any suspects apprehended by security forces should be handed over to the local police station within 24 hours. 

 It says armed forces must act in cooperation with the district administration and not as an independent body. 

What attempts have been made to repeal AFSPA in the past? 

 In 2000, Manipur activist Irom Sharmila began a hunger-strike, which would continue for 16 years, against 
AFSPA. 

 In 2005 a five member committee (setup in 2004) under Justice Jeevan Reddy Commission recommended 
repealing AFSPA stating it had become a symbol of oppression. 

 2nd ARC headed by Veeerapa Moily endorsed these recommendations. 

 The UPA set up a cabinet sub-committee to continue looking into the matter. 

 The NDA government subsequently dropped the sub-committee and also rejected the findings of the Reddy 
Commission. 

 The Jeevan Reddy Committee formed in 2004 considered the act as a symbol of hate, oppression and an 
instrument of high handedness and recommended a complete repeal of the law. 

 Irom Sharmila, known as the Iron lady of Manipur, has been a towering figure who is well-known for her 16-
year-long hunger strike against AFSPA against the Malom massacre. 
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What has Supreme Court said about AFSPA? 

 In 2016, the Supreme Court clarified that the notion that the Act provides a free hand to security forces is flawed. 

 The Court held that due process needs to be followed in civilian complaints reported from areas under the 
AFSPA and that the Act doesn’t provide blanket immunity to army personnel in anti-insurgency operations. 

 The continuance of the Act in any region for extended periods symbolizes failure of the civil administration and 
the armed forces. 

 The apex court also ruled that over 1,500 cases of alleged fake encounters in Manipur over the last 20 years must 
be investigated. 

What consequences will this incident have? 

 It is clear that the continued reliance on AFSPA as a way to impose public order must be brought to a halt and 
the long-pending demand for its repeal acceded to. 

 The incident could put a spanner in the Naga peace talks between the Government and the National Socialist 
Council of Nagalim (NSCN-IM) and 7 Naga National Political Groups for a solution that has been in the works. 

4.6 The Other Side of Nagaland Killing requires Full Probe 

What is the issue? 

There have been mounting demands for repeal of AFSPA in Nagaland amidst the killing of 14 civilians by the army 
personnel but a full probe is necessary. 

What is the common view regarding the incident? 

 There have been a flood of expressions of anguish including messages from Parliament, the Prime Minister, the 
Home Minister and more. 

 The killing of civilians has been condemned by local civil society organisations, Naga outfits, national political 
parties, and the state government itself. 

 There have been mounting demands for repeal of AFSPA in the Nagaland region. 

What is the other uncommon view of the incident? 

 For those sympathetic to the rebel Nagas, this is an opportunity to tarnish the image of the Army, demand its 
withdrawal from the area, and push their agenda to demand a separate Constitution and a separate flag for the 
Naga separatists. 

 It must be remembered that the security forces are performing an extremely difficult and complicated task in 
the midst of multiple insurgencies in the Northeast. 

 In fact, they are paying the price for our political mis-management and blunders since the mid-fifties when 
trouble erupted in the Naga Hills. 

 According to reports, the suo motu FIR lodged by Nagaland Police, mentions that there was an intention to 
“murder and injure” civilians which was an unprofessional entry. 

 Counterinsurgency operations are full of uncertainties and in such a situation, mistakes and blunders happen. 

o In Iraq, on March 1, 2017, during a strike on ISIS near Mosul, there was an unintentional death of 14 
civilians because the blast set off a secondary explosion. 

o Recently, on August 30, a drone strike by the US forces killed 10 civilians near the Kabul International 
Airport. 

 However, it cannot be denied that the incident was negligible, but it needs to be carefully investigated, and if 
there was any malafide or excessive use of force, the guilty must be punished. 

What is the track record of the rebel Nagas ? 

 The Naga People’s Convention held in 1957 demanded that the Naga Hills district of Assam and the 
Tuensang Frontier Division of North-East Frontier Agency (NEFA) be merged into a single unit. 

o The demand was conceded and the Naga Hills Tuensang Area (NHTA) was formed. 

 Another Naga People’s Convention, held in 1959, demanded the creation of a separate state of Nagaland. 

o This was also conceded and Nagaland was carved out in 1963. 
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 There was the Shillong Agreement in 1975 whereby the underground groups agreed to deposit their arms 
while the government agreed to release the rebels held in detention and give liberal grants for their 
rehabilitation. 

o The hardcore elements, however, did not abide by the terms of the agreement. 

 Recently, the Framework Agreement (The Nagaland Peace Accord) was signed in 2015 for an enduring new 
relationship of peaceful co-existence of the NSCN and the government. 

o But the NSCN (IM) has been preventing its implementation. 

So, what can be done with respect to AFSPA Act? 

 Government has already, during the last few years, been gradually withdrawing AFSPA from different areas. 

 The Act was withdrawn from Tripura in 2015 and Meghalaya in 2018 while in Arunachal Pradesh it is now 
restricted to the three districts of Tirap, Changlang and Longding. 

 At present, the whole of Assam, Nagaland and Manipur (except the Imphal municipal area), continue to be 
under AFSPA. 

 The Jeevan Reddy Commission had, in 2005, recommended the repeal of the Act. 

 The matter could be examined again in consultation with all stakeholders and a well-considered decision taken, 
keeping in view the requirements of national security. 

4.7 Mistakes stirred up by the Impunity of AFSPA 

What is the issue? 

The killing of 14 civilians in Mon district of Nagaland, home of the Konyak Nagas by para commandos of the Indian 
Army has stirred debates over the impunity provided to armed personnels by AFSPA. 

How does the current strike differ from the earlier ones? 

 A continuance of the culture of ‘surgical strikes’ hyped up after the Pulwama incident in Jammu and Kashmir 

 In the context of the North-east, the combined group of militants led by the National Socialist Council of 
Nagaland-Khaplang (NSCN-K) attacked suddenly in Chandel district of Manipur in 2015. 

 Unlike the earlier strikes, the present attack was unprovoked and the target was well within India. 

 Despite getting information about the group of insurgents moving in the area, the army resorted to such a tactic 
rather than capturing them alive. 

 Almost all insurgent factions in Nagaland are in ceasefire agreement with the Government and engaged in peace 
talks and if there were disloyalty committed by these groups, they should have amounted to breaches of ceasefire 
ground rules and not as a challenge to the Indian state. 

 The intent to destroy and eliminate the insurgents turned out tragically where the victims were all innocent 
unarmed villagers. 

What lessons have to be learnt from this incident? 

 There have been a flood of expressions of anguish including messages from Parliament, the Prime Minister, the 
Home Minister and more. 

 According to a report from Kohima, the central government has agreed to pay Rs. 11 lakh as ex gratia to each 
family of those killed and the State government is to pay Rs. 5 lakh each. 

 Beyond the expression of anguish or condemnation, there must be regression and ownership of responsibility 
for the tragedy. 

 Saying sorry could have also been accompanied with a gesture such as declaring AFSPA, which is seen as a 
symbol of oppression, abrogated. 

Where does the road to peace lie? 

 There were many separations among the groups especially between the Indian and the Myanmar Nagas. 

 The Indian Naga factions end up entering ceasefire but India could not enter into any truce with Myanmar 
nationals. 
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 The peace would depend greatly on the Indian state’s ability to say sorry from the heart and not just bargain for 
just another quid pro quo truce in the present tragedy. 

5. CYBER SECURITY 

5.1 Quad and Cyber Security  

What is the issue?  

The Quad has cautiously carved out a practical and cooperative agenda on issues of cybersecurity.  

What is the key objective of Quad?  

 The second Quad summit was held at Tokyo on 24 May 2022.  

 Quad primarily pledges to advance a common vision of free and open Indo-Pacific through practical cooperation 
on diverse challenges and upholding the international rules-based order.  

 The Quad highlighted issues like global health security, climate change, critical and emerging technologies, and 
cyber and space security.  

What is the Quads vision on Cyber Security?  

 The Quad Cybersecurity Partnership aims to build resilience to address cybersecurity vulnerabilities and cyber 
threats.  

 It aims to achieve this by focusing on critical infrastructure protection (led by Australia), supply-chain resilience 
and security (led by India), workforce development and talent (led by Japan), and software security standards 
(led by the US).   

 This targeted approach is coherent with the cyber threat trend and patterns in 2021 where multiple ransomware 
attacks on critical infrastructure led to supply-chain related disruptions all across the world.  

What are some of the Quad Cyber Security initiatives taken?  

 At the Tokyo Summit, Quad leaders recognised the urgent need for a ‘collective approach to enhance 
cybersecurity’ through initiatives like   

o Quad Cybersecurity Partnership guided by the 10 Joint Cyber Principles.  

o Quad Cybersecurity Day  

o Information-sharing among Quad countries Computer Emergency Response Teams (CERTs)  

o Improving software and security of Managed Service Provider (MSP) security   

 Launch of Cyber Group- In the Washington summit on the September 2021, the members pledged to 
facilitate public–private cooperation and demonstrate the scalability and cybersecurity of open, standard-based 
technologies.   

 A Quad Senior Cyber Group was also launched then.   

 Support to ASEAN neighbours- Quad members has also reiterated their support for ASEAN neighbours to 
‘build resilience and counter disinformation.  

 Information sharing and exchange - CERTs are nodal agencies that collect, analyse and disseminate 
information on cyber incidents.  

 It takes emergency measures and coordinates handling of cybersecurity incidents.  

 It also forecasts and alert cybersecurity incidents and issue guidelines, advisories, and vulnerability reports of 
information security.   

 Information-sharing and exchange of best practices will help Quad members' CERTs to develop a 
comprehensive and trust-based strategy for all stakeholders.  

 Safeguarding the managed service providers (MSPs) - A MSP is a third-party organisation that 
maintains a customer's IT infrastructure and end-user systems from a remote location.   
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 As MSPs have privileged access to their customers' networks at all times, cyberattacks against them can be 
disastrous.  

 India, US and Japan witnessed such attacks in 2018.  

 It severely affected the software product supply chains all around the world, an attack that originated from 
China.  

 For example the ransomware attack on software product supply chains witnessed in 2021.  

 For this the US government and the Five Eyes intelligence partners—the UK, Australia, Canada, and New 
Zealand issued a joint advisory against the cyberattacks against MSPs.  

 The Cybersecurity Day campaign– It is an effort to strengthen cybersecurity awareness and promote action 
on cybersecurity for countries across the Indo-Pacific and beyond.   

 This will enable Quad members to push for the UN Voluntary Framework for Responsible State Behaviour in 
Cyberspace for norm building and the promotion of ‘international peace and stability in cyberspace, and to help 
build the capacity of regional countries’.  

 Enhancing the supply chain resilience– China accounts for only 6% of the total value of the global 
semiconductor supply chain  

 However China’s manufacturing base and hold on Rare Earth Metals is troublesome for the safety of the 
semiconductor supply chain.  

 This increases the chances of tampering.  

 The push for having a diverse, competitive and reliable market for semiconductors is necessary.  

 The Prague Proposals on Telecommunication Supplier Diversity also recognises the need for a successful 
transition to 5G and beyond.   

 To diversify the supply chain a Common Statement of Principles on Critical Technology Supply Chains was 
launched.  

 Initiatives on 5G supplier diversification, semiconductor supply chains, and global technical standards will have 
a direct impact on cybersecurity.   

 This  can  be  achieved  through  O-RAN interfaces.  

 So Quad held an Open Radio Access Network (O-RAN) dialogues with the industry stakeholders was held.   

 O-RAN 5G network shifts from centralised core and RAN to distributed and virtual networks, security will 
become more agile and layered  

 So, it offers greater security and subscriber privacy. It has enhanced interoperability standards between 
suppliers.  

 The dialogue includes a Memorandum of Cooperation on 5G Supplier diversification, technical exchanges and 
testbed activity to advance interoperability and telecommunications cybersecurity.  

 This will provide an alternative to Chinese telecommunications companies like Huawei and ZTE which has been 
banned by many countries.  

 Standardisation– Quad also focus on cooperation in international standardization organizations like 
International Telecommunication Unit (ITU) and  

 Telecommunication Standardization Bureau (TSB) through the newly established International Standards 
Cooperation Network (ISCN).  

 Collaboration with academia- Quad has launched the Quad Fellowship and Quad Investor Network.   

 The Quad Fellowship intends to bring 100 students from Quad countries to the US each year to pursue graduate 
degrees in STEM (Science, Technology, Engineering and Mathematics) subjects.  

 Each of these initiatives indicates implicitly the critical security challenges Quad members face, and an 
understanding of practical deliverables.   

 It is an attempt to solve existing cybersecurity challenges that affect millions of people in the region and beyond. 
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5.2 Strengthen Cyber Security the Right Way 

Why in news? 

Indian Computer Emergency Response Team (CERT-In) has issued directions relating to information security practices, 
procedure, prevention, response and reporting of cyber incidents under Section 70-B(6) of  Information Technology Act 
2000. 

What are the new directions issued by CERT-In regarding Cyber security? 

 Synchronisation of computer clocks to the network time protocol set at the National Physical Laboratory and 
National Informatics Centre (NIC). 

 Mandatory reporting of all cyber incidents within 6 hours of noticing or being brought to their notice in the 
prescribed format. 

 Designating point of contact and notifying CERT-In. 

 Perform the actions notified by CERT-IN for cyber security mitigation. 

 Maintain all logs of all ICT systems up to 180 days within Indian jurisdiction. 

 Data centres, virtual private network service providers, cloud service providers and virtual private server 
providers has to maintain all records of their users and usage for a minimum of 5 year even after the cancellation 
or withdrawal of registration. 

 The virtual asset industry too will have to maintain all KYC records and details of all financial transactions for 
five years. 

Why new directions are issued? 

 CERT-IN has been struggling to get information and incident reporting from service providers, intermediaries 
as per section 70B(4) of the IT Act. 

 This was impacting its responsibility as a collector, analyser and disseminator of information on cyber incidents 
as well as coordinating incident responses and emergency measures. 

What are the concerns raised regarding these new directions? 

 Unrealistic deadlines - A window of 60 days has been provided before implementation of these compliances 
begins. Given the scale of the revamp, this might be too short a window. 

 Multiple companies even from the MSME sector will take time to set up systems for compliances. 

 Recruitment of additional manpower for compliance may take far longer. 

 Also penalty for non-compliance is stiff (including up to one year of imprisonment and monetary fines). 

 Additional data storage requirement - At present, most entities maintain logs for around 30 days. To 
maintain logs for 180 days, the additional data storage device cost would be huge. 

 To maintain the data for 5 years the compliance cost is going to rise substantially. 

 Data localisation - Many entities having offshore servers have to shift their servers geographically in line with 
the government’s objective of localising data storage. 

 Privacy concerns - VPNs and virtual asset wallets are being asked to store and share KYC and transaction 
data. This raises privacy concerns. 

 VPNs have been successful for corporates as well as individuals because they address privacy concerns. 

 Incidents to be reported - The directions do not differentiate between the scales and nature of the incident 
to be reported. 

 An organisation might receive hundreds of phishing emails and the effort to notify each would drastically 
increase their compliance cost. 

 In the absence of data protection law there is ambiguity on which information can be held back or how his 
sensitive personal information is being protected. 
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5.3 Taking a byte out of Cyber Threats 

Why in news? 

Rather than wait for the ‘Big Bang cyber-attack’, nations and institutions ought to be prepared for a rash of cyber strikes. 

What major cyber-attacks threatened the security of the world? 

 The world was possibly made aware of the danger and threat posed by cyber weapons with the advent of 
the Stuxnet Worm in 2010, which resulted in large-scale damage to Iran’s centrifuge capabilities. 

 In 2012, a bank of computers belonging to the Saudi Aramco Oil Company were targeted, reportedly by 
Iranian operatives wiping out data on 30,000 computers. 

 Iran was again believed to have been behind a targeted attack on the Qatari natural gas company, RasGas. 

 The string of instances appear to have provoked the US to warn that the world had to prepare for a kind of ‘cyber 
Pearl Harbour’, highlighting a new era of potential vulnerabilities. 

What is the response of the countries to cyber-attacks? 

 Each succeeding year, despite an increase in cyber threats, witnessed no change in the method of response. 

 The years 2020 and 2021 have proved to be extremely difficult from the perspective of cyber-attacks but no 
changes in methodology have been seen. 

 In 2021, cyber-attacks that attracted the maximum attention were Solar Winds and Colonial Pipeline in 
the U.S. 

 Estimates of the cost to the world in 2021 from cyber-attacks are likely to range between 3trillion to 4 trillion 
dollars. 

 Cybercrime damage costs would become more profitable than the global trade of all major illegal drugs 
combined. 

Which sectors are vulnerable to cyber threats? 

 The cyber threat is likely to be a concern for both companies and governments across the globe. 

 The main concerns are expected to be 

o credential threats 

o threat of data breaches 

o phishing 

o ransomware attacks 

o major IT outages 

 Majority of cyber-attacks are directed at small and medium sized businesses and it is likely that this trend will 
grow. 

 The most targeted sectors in the coming period are likely to be 

o health care 

o education and research 

o communications 

o governments 

 The emergence of ‘Ransomware as a Service’ (RaaS) - a business model for ransomware developers is more than 
an idle threat. 

 The huge security impact of working from home due to the pandemic must not be underestimated as it is likely 
to further accelerate the pace of cyber-attacks. 

 A tendency which is seen recently to put everything on the Cloud could backfire causing many security holes, 
challenges, misconfigurations and outages. 
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 Even as Identity and Multifactor Authentication (MFA) take centre stage, the prediction is that Advanced 
Persistent Threats (APT) are set to increase, with criminal networks working overtime and the Dark web 
allowing criminals to access even sensitive corporate networks. 

Why is it difficult to find proper solutions to the widening cyber threat? 

 Lack of clarity- Though emerging cyber security technologies and protocols intend to protect systems, 
networks and devices, there is little clarity on whether it can ensure protection from all-encompassing cyber-
attacks. 

 Loss of time- While the West focused on militarization of the cyber threat, and how best it could win with its 
superior capabilities, valuable time was lost. 

 It led to misplaced ideas and erroneous generalisations, resulting in a decade of lost opportunity. 

 Huge costs- What many companies fail to realise is that inadequate corporate protection and defence could 
have huge external costs for national security, as was evident in the SolarWinds attack. 

 Limitations of solutions- Technology details insist on every enterprise to incorporate SASE (Secure Access 
Service Edge) to reduce the risk of cyber-attacks. 

 Additional solutions are being proposed such as CASB (Cloud Access Security Broker) and SWG (Secure Web 
Gateway) aimed at limiting the risks to users from web-based threats. 

 Constant references to the Zero Trust Model and Micro Segmentation as a means to limit cyber attacks have 
limited scope. 

 Zero Trust puts the onus on strict identity verification allowing only authorized and authenticated users to 
access data applications but it is not certain how successful will it be in the face of emerging cyber attacks. 

 Cyber security experts should aim at being two steps ahead of cyber criminals but it is absent at present. 

What is the way ahead? 

 Emphasis should be given on prioritising the defence of data above everything else. 

 Law enforcement agencies would need to play a vital role in providing effective defence against cyber attacks. 

 While solving the technical side is one part of the solution, networks and data structures need to prioritise 
resilience through decentralised networks, hybrid cloud structures and backup processes. 

 There is a need to prioritise building trust in systems and creating backup plans including strategic decisions 
and building capacity within networks to survive even if one node is attacked. 

 Failure to build resilience at both the technical and human level will mean that the cycle of cyber attacks and 
the distrust they give rise to will continue to threaten the foundations of democratic society. 

5.4 Banks on Cybersecurity 

What is the issue? 

As the world goes on to connect more and more digitally, infiltration of cybercriminals have been increasing pushing 
the need for stringent cybersecurity measures for digital banking. 

What are the threats of digital banking? 

 Malware – Devices infected with malicious software pose a serious security 
risk to the bank’s cyber security network, whenever they connect with it. 

 Third-party services  - Numerous financial institutions employ the services 
of third-party vendors to serve their customers in a better manner which is an 
easy target for cybercriminals. 

 Spoofing - Cybercriminals try impersonating a bank’s URL with a website that is quite similar to the original 
one(fake website) to steal the credentials. 

 Phishing - Attempt to obtain sensitive information such as credit card details for fraudulent activities, by 
disguising oneself as an authentic, trustworthy entity via electronic communication are known as phishing. 
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 Unencrypted data - whatever data that is stored on the computers, servers or the cloud if unencrypted 
becomes a gateway for cybercriminals. 

 Denial of Service (DoS) – blocking access to websites. 

What are the challenges in ensuring cybersecurity? 

 Lack of awareness - Digital illiteracy and lack of 
awareness about cybersecurity is a challenge.  

 Increased use of social media - With the advent of social 
media and its increased adoption, hackers have learned to 
exploit the medium.  

 Inadequate budget and lack of management 
- Budgetary allocations to cybersecurity is often neglected.  

 Weak identity and access management - Issues such 
as one hacked credential can give a hacker access to the entire enterprise network.  

 Increase in Malware - Recent incidents of Pegasus spyware, malware attacks on kudankulam power plant, 
Colonial Pipeline Cyber Attack, etc. are notable examples for their rise.  

What are the solutions to address the issue? 

 Integrated security with multiple layers become crucial 
for regulated sectors like Banking, financial services 
and insurance (BFSI) as various elements can work and 
communicate together. 

 Data analytics and machine learning are essential for 
leveraging smart security solutions which aids BFSIs to 
store and assess high volumes of security-related data 
in real-time. 

 Updated antivirus and anti-malware applications offer 
best protection from potentially disastrous attacks. 

 Financial institutions need to invest in technologies 
that can enhance the endpoint protection. 

 A fool-proof cybersecurity system, that doesn’t compromise with data pertaining to customers and financial 
institutions has to be the primary focus for a rapidly digitising BFSI system. 

5.5 Dangers of Dark Net & it’s Regulation   

What is the issue?  

Challenges related to Dark net is raising and ambiguity exists in its regulation  

What is Dark net?  

 The World Wide Web (WWW) hosts the enormous connection of web pages on the network of computers 
connected through the internet.  

 The WWW, or simply the web, consists of the ‘surface’ web and the ‘deep’ web. 

 The surface web is that portion which can be accessed by the ordinary internet users using standard search 
engines like Google, Yahoo, etc.  

 But it can retrieve only an approximate 4 percent of the search results, while the majority of the results are 
hidden. 

 The other portion, known as the deep web, constitutes 96 percent of the web.  
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 The password-protected or paywall-protected websites, including online banking services, for instance, are 
considered a part of the deep web.  

 Such websites hold the information relating to 
accounts of millions of individuals that is not 
accessible to the entire web population.  

 The content of personal databases like email 
accounts, social media accounts, scientific and 
academic databases, legal documents, etc. that are 
accessible to only a closed group also form part of 
the deep web. 

 Within the deep web, there are some parts which 
are completely concealed, and are accessible by 
using specific software browsers, like Tor.  

 These parts form the ‘dark’ web, also known as the 
invisible or the hidden web. 

How Dark web is being misused? 

 The dark web has turned into a hot bed of illegal transactions, posing a threat to the cyberspace across multiple 
dimensions.  

 Since anonymisers on the dark web make it difficult to track web patterns such as browsing history, location, 
etc., they are misused by criminals to hide their identities and carry out nefarious activities. 

 The infamous dark web market, ‘Silk Road’, was the first modern dark net market, best known as a platform for 
selling illegal drugs. This was taken down in 2013. 

 Since then, users across the world have searched the online dark market to anonymously access weapons, credit 
card data, malware, Distributed Denial of Service (DDoS) and stolen data, among others. 

 The anonymous chat rooms and communication services on the dark web make it an ideal platform for planning 
and coordinating dangerous criminal and terrorist activities.  

 Terrorist organisations like the ISIS extensively used the dark web to carry out their nefarious activities like 
spreading propaganda, recruiting and radicalising, or raising funds more secretly.  

 ISIS’s media outlet, Al-Hayat Media Center, posted a link on their forum explaining details of how to access 
their website on the dark web.  

 It also shared the same message on their Telegram channel that had links to a Tor service with an “.onion” 
address. 

 In March 2021, the World Health Organisation (WHO) warned people against the sale of counterfeit Covid-19 
vaccines, particularly on the dark web.  

How does Onion routing works? 

 In order to access the dark web, specific browser software are needed.  

 Software like the Onion Router (Tor) browser, FreeNet, Invisible Internet Project (I2P), TAILS (The Amnesic 
Incognito Live System), Whonix and many others have made it convenient to navigate the dark web. 

 The Tor software among these is the most popular with more than 2 million daily users. 

 The Tor network (a number of computers running the server application) is different from the Tor browser 
(which is an application that enables users to access the internet by concealing their identity).  

 Tor uses the onion routing method which is a layered technology that routes traffic through the established 
layers to conceal the identities of the users, thus making the Tor browser slower than any normal connection. 

 Tor is also used for legitimate activities like secure and sensitive communications relating to medical ailments, 
helping law enforcement officials track down criminals, and in assisting cybersecurity professionals to conduct 
security testing on their own networks securely.  

 It also provides access to social media websites in countries where they are banned.  

 Using the Tor browser is not a criminal activity, although intelligence units keep a track of Tor downloads to 
predict any possible criminal activity. 
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What are the dark web related regulatory challenges? 

 The biggest hurdle that law enforcement agencies and policymakers face with respect to regulation of the dark 
web is its encryption technique and anonymity.  

 The environment of the dark web is completely anonymous, therefore making it difficult to attain sufficient 
information that could help combat cybercrimes and track criminals who exploit this space.  

 As of now, there is no universal definition of cyber terrorism which makes it even more difficult for the 
intelligence agencies to decide the jurisdiction of the crime.  

 The dangers of cyberspace are multi-dimensional and most of the threats are linked to one another. 

 Apart from the strong encryption techniques, most financial transactions on the dark web are performed in 
cryptocurrencies which provide further anonymity.  

What is the way forward? 

 A nuanced approach, by the law enforcement agencies is required to both protect the benefits of this space as 
well as eliminate the illegal activities thriving in dark web.  

 A close cooperation between public and private organisations can help in dealing with the new and emerging 
technological challenges of the dark web, by providing solutions such as new encrypting tools, etc.  

 Law enforcement agencies should actively take the help of sophisticated technologies like artificial intelligence, 
machine learning, among others. 

 International co-operation in the form of multilateral exchanges through seminars, forums and joint capacity 
building exercises is highly beneficial in this regard. 

5.6 Cyberattacks on Vaccine Information 

Why in news? 

In recent times there is a spike in cases on Cyberattacks on vaccine companies to steal vaccine information.  

What are the instances of Cyber-attacks on vaccine manufactures?  

 In July 2020, the US Justice Department accused two Chinese nationals of spying on Moderna, involved in 
Covid-related medical research, in a bid to steal its data. 

 In October 2020, the pharmaceutical company, Dr. Reddy’s Lab, was the victim of a cyber-attack. After a data 
breach was reported in its servers, the company had to shut down its plants and isolate its data centres across 
the world, to contain the attack.  

 The company centre in India is the contractor for Russia’s ‘Sputinik V’ Covid-19 vaccine. 

 In November 2020, state-sponsored hackers from China, Russia, Iran and North Korea attempted to steal 
valuable vaccine secrets, by targeting British drug maker AstraZeneca. 

 The hackers approached AstraZeneca staff with fabricated job descriptions laced with malicious codes. 

 In December 2020, IBM reported that the vaccine supply chain linked to Gavi, the international vaccine alliance 
which helps distribute vaccines around the world, was targeted by cyber-espionage.  

 The logistics network used to keep the vaccines at the right temperature during transportation, was targeted 
with malicious codes, via phishing emails. 

 While the identity of the attackers was not apparent, the sophistication of their methods indicated a nation state. 

What are insights from these attacks?  

 Cyberattacks on prominent vaccine research companies in Canada, France, India, South Korea and the US were 
detected in recent months, by actors originating from Russia and North Korea. 

 The have used password spray, a method that uses thousands or millions of rapid attempts to hack into email 
accounts and brute force login attempts to steal login credentials. 

 Some hackers used ‘socially-engineered’ coronavirus-themed phishing emails ‘crafted’ with interesting facts on 
Covid-19, health and lifestyle advice, and information on vaccine development.  
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 Such sites contained malicious files which impersonated official websites to ask for bitcoin donations to fund 
fake vaccines. 

What are the measures taken against such attacks?  

 Given the rise in cyber-crimes during the pandemic, various stakeholders have been urging caution on the part 
of the public and organisations involved in developing and distributing the vaccine.  

 Interpol has convened a Global Malicious Domain Taskforce to mitigate the impact of the use of such tactics.  

 Government organisations like the Cybersecurity and Infrastructure Security Agency (CISA) of the US 
Department of Homeland Security, Britain’s National Cyber Security Centre (NCSC), as well as global 
organisations like IBM, have encouraged organisations involved in vaccine storage and transport to remain 
vigilant and proactive in the fight against vaccine cyber-attacks. 

 Many health care-related organisations have joined the Paris Call for Trust and Security in Cyberspace.  

 The Paris Call, issued in 2018, is the largest multi-stakeholder coalition to address issues in the cyberspace that 
threaten critical infrastructure. 

6. SECURITY RELATED ACTS AND ORGANISATIONS 

6.1 Misuse of UAPA 

What is the issue? 

The Supreme Court’s judgment in Thwaha Fasal vs Union of India, has deconstructed the provisions of the UAPA 
against blatant misuse. 

 

What is the background of this case? 

 A charge sheet filed against Thwaha Fasal and Alan Shuhaib of Kerala for harbouring and associating with a 
banned Maoist outfit. 

 The third accused absconded and later the investigation was handed over to the National Investigation Agency 
(NIA) 

 The provisions of the UAPA were invoked and offences under Sections 38 and 39 of the UAPA and 120B of the 
Indian Penal Code (IPC) were alleged. 

 Section 38 deals with “offence relating to membership of a terrorist organization.” 
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 Section 39 deals with “offence relating to support given to a terrorist 
organisation.” 

 Section 120B of the IPC is the penal provision on criminal conspiracy. 

 Section 13 of the UAPA is the provision about punishment for unlawful 
activities. 

What is the judicial trajectory in this case? 

 The trial judge granted bail to both the accused in September 2020 after 
initial rejections of the plea. 

 The High Court, in appeal, confirmed the bail of Allen (the accused) but 
denied it to to Thwaha. 

 The Supreme Court upheld the trial judge’s finding that the materials do not show any “intention on the part of 
both the accused to further the activities of the terrorist organisation”. 

 The top court confirmed the bail granted to both the students. 

 The Court said that mere association with a terrorist organisation is not sufficient to attract the 
offences alleged. 

 The Court ruled that mere possession of documents or books by the accused at a formative young age, or even 
their fascination for an ideology, does not make out an offence. 

 It held that until the association and the support were with intention of furthering the activities of a terrorist 
organisation, offence under Section 38 or Section 39 is not made out 

Why is the judgement so significant? 

 Presumption of guilt - Instead of presumption of innocence, the UAPA holds presumption of guilt of the 
accused. 

 According to Section 43D(5), jail is the rule and bail is often not even an exception. 

 Many individuals including Sudha Bharadwaj,Siddique Kappan and Stan Swamy were denied bail based on a 
narrow interpretation of the bail provision. 

 The Court in this case has refused to construct this Section in a narrow and restrictive sense. 

 It has tried to mitigate the error committed in NIA vs Zahoor Ahmad Shah Watali (2019) which ruled that the 
burden is on the accused to show that the prosecution case is not prima facie true. 

 The Court also relied on the Union of India vs K.A. Najeeb (2021) which noted that the provisions under Section 
43D(5) do not curtail the power of the court to grant bail on the ground of violation of fundamental rights. 

 In 2021, the Delhi High Court granted bail to student activists Natasha Narwal, Devangana Kalita and Asif Iqbal 
Tanha who were charged under the UAPA for alleged connections with the Delhi riots. 

 This judicial radicalism can release other political prisoners in the country who have been denied bail either due 
to the harshness of the law or due to the lack of understanding the law. 

6.2 Political storm over extension of BSF's jurisdiction 

What is the issue? 

The recent notification of Ministry of Home Affairs extending the jurisdiction of BSF along the international borders in 
three states has led to a fresh round of controversy involving the Centre and states. 

What is BSF? 

 Border Security Force (BSF) is a specialized centrally controlled force to 
man the International Border with Pakistan. 

 It is one of the five Central Armed Police Forces of the Union of India and 
is under the administrative control of Ministry of Home Affairs. 

 Based on the recommendations of the Committee of Secretaries in the 
wake of the 1965 War, BSF came into existence on 01st Dec 1965. 

 BSF has been termed as the First Line of Defence of Indian Territories. 
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 BSF is deployed at various integrated checkposts of borders with Pakistan and Bangladesh and is handling the 
security issues in the famous Kartarpur Corridor. 

What is the role of BSF? 

 Peace time 

o Promote a sense of security among the people living in the border areas. 

o Prevent trans-border crimes, unauthorized entry into or exit from the territory of India. 

o Prevent smuggling and any other illegal 
activity. 

 War time 

o Holding ground in less threatened sectors 
so long as the main attack does not 
develop in a particular sector 

o Protection of vital installations 
particularly air-fields against enemy 
commandos/Para troopers or raids. 

o Limited aggressive action against Para 
military or irregular forces of the enemy 
within the overall plan of the Armed 
forces. 

o Performing special tasks connected with 
intelligence including raids. 

o Acting as guides in an area of 
responsibility where routes are known. 

o Maintenance of law and order in enemy 
territory administered under the control 
of the Army. 

o Guarding of prisoners of war cages. 

o Assistance in control of refugees. 

o Anti- infiltration duties in specified area. 

What is the jurisdiction of BSF? 

 The last notification of Ministry of Home Affairs in 2014 defined the jurisdiction of the BSF. 

 It stated that the BSF could operate in the entire states 
of Nagaland, Manipur, Mizoram, Tripura and 
Meghalaya without any restrictions. 

 In Gujarat, it had jurisdiction up to a depth of 80 km 
and in Rajasthan up to 50 km. 

 In Punjab, Assam and West Bengal, the BSF jurisdiction 
was up to a depth of 15 km. 

 Under the latest notification issued on October 11, 
2021,the  jurisdiction has been reduced from 80 km to 
50 km in Gujarat. 

 Also, in Assam, West Bengal and Punjab, the BSF 
jurisdiction has been extended from 15 km to 50 km which is seen as an assault on federalism. 

What is the need for revision of jurisdiction? 

 Punjab -The threat perception from across the international borders has undergone a sea change in the context 
of recent developments in the Af-Pak region. 

 Radical groups of different shades are attempting to destabilise Punjab where there have been several attempts 
to drop weapons from drones. 
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 The seizure of 3,000 kg of heroin that originated from Afghanistan and the killing of five army personnel in 
Surankote (Jammu and Kashmir) are the recent ones. 

 There have been probabilities for Pakistan-sponsored terrorist groups, particularly the Lashkar-e-Toiba and 
Jaish-e-Muhammad to renew their onslaught in the border states. 

 West Bengal - Illegal migrants have caused a democratic change in West Bengal. 

 Assam - Assam faces multiple problems of ethnic insurgencies, smuggling, counterfeit currency, drug 
trafficking, etc. 

 The effectiveness of State police force against the emerging trans-border threats is under suspicion. 

 Hence, the Government of India decided to extend the jurisdiction of the BSF in three states. 

 Does the notification hamper the role of State Governments? 

 Section 139 of the BSF Act empowers the members of the BSF to discharge certain powers and duties within 
local limits of the areas specified in the schedule. 

 The jurisdiction of the state police has neither been curtailed nor its powers reduced in any manner. 

 The BSF will also exercise powers of search, seizure and arrest against those entering India illegally in respect 
of the Passport Act 1967, Passport (Entry into India) Act 1920 and specified sections of Criminal Procedure 
Code. 

 The BSF would hand over the accused to the local police and the power to register FIR and investigate the case 
remains with the state police. 

7. DEFENCE 

7.1 Defence Responsibility  

Why in news? 

Chief of Defence Staff (CDS) Bipin Rawat was designated as secretary of Department of Military Affairs (DMA).  

What is the structure of Department of Military Affairs (DMA)? 

 Department of Military Affairs (DMA) is the fifth department of the Ministry of Defence (MoD). 

 It is headed by the Chief of Defence Staff, as its ex-officio secretary. 

 The DMA provides integration between the armed forces of the Union and the Ministry of Defence. 

 The DMA will deal the tri-service Integrated Defence Staff (IDS) Headquarters, with the headquarters of three 
armed force Army, Air and Naval, the Territorial Army and certain procurement requirements. DMA will also 
deal with promoting jointness through joint planning, facilitate restructuring for optimal utilisation of resources 
and promote the use of indigenous equipment by the Services. 

 The DMA, being under the Chief of Defence Staff will also deal with the role and responsibilities assigned to the 
chief. 

 In addition to the Chief of Defence Staff, the department comprises an additional secretary, five joint secretaries, 
thirteen deputy secretaries, and twenty-five under-secretaries. 

What are the issues with Department of Military Affairs (DMA)? 

 Chief of Defence Staff (CDS) Bipin Rawat concurrently being designated as DMA’s secretary, has revived an old 
debate about the propriety of the defence secretary being assigned the responsibility for defence of India.  

 Most defence analysts are dismayed that this responsibility has not been transferred to the CDS who, among 
other things, is the sole military advisor to the government. 

 In view of the express provisions in these rules, the defence analysts’ dismay at the defence secretary being 
entrusted with the responsibility for defence of India is unfounded.  

 When confronted with these facts, they argue that the logic of appointing the CDS demands that the 
responsibility for the defence of India should also be passed on to the DMA.  

 As pointed out earlier, it is the minister-in-charge and not any of the secretaries working under him, who is 
responsible for the subjects allocated to his or her ministry.  
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 Therefore, irrespective of whether the subject of defence of India is assigned to the DoD or the DMA, the 
responsibility would be that of the defence minister. 

 Above all, it remains unclear what is it that the CDS, in his capacity as the DMA Secretary, will be able to do, 
which he cannot presently do if the ‘defence of India’ is allocated to his department.  

What measures are needed?  

 Defence of India is a multi-dimensional responsibility involving coordination with not only other organisations 
within the MoD such as the Border Roads and Coast Guard, but also several external departments and agencies 
such as the home, finance and external affairs ministries, cabinet secretariat, and the prime minister’s office.  

 There seems to be no demonstrable advantage in saddling the DMA with all these responsibilities. 

 In a democratic set up, the armed forces must function under the civilian political control.  

 The defence minister can exercise such control only through a civilian department like the DoD and not through 
DMA which is a predominantly military department.  

 It must be remembered that one of the objectives of the United States’ Goldwater-Nichols Act considered by 
the Indian defence analysts as a template worth emulating was to reorganise the department of defence to 
strengthen civilian control. 

 The decision to maintain the status quo or to reallocate this responsibility, fully or in part, to the DMA should 
be based on consideration of these and other substantive issues and not on misapprehensions about the role of 
departmental secretaries. 

7.2 Role of Technology in Policing 

Why in news? 

At the NCRB Foundation Day, the Union Home Minister remarked that the second phase of the Inter-operable Criminal 
Justice System (ICJS) project is set to be completed by 2026. 

What is ICJS? 

 ICJS is an initiative of the Ministry of Home Affairs to enable seamless transfer of data and information among 
different pillars of the criminal justice system, like courts, police, jails and forensic science laboratories, from 
one platform. 

 National Crime Records Bureau (NCRB) will be responsible for the implementation of the project in association 
with National Informatics Center (NIC). 

 Objectives 

o Interoperability of data across all pillars of criminal justice system 

o National crime & criminal data search across all pillars 

o MIS Dashboard and reporting of FIR/Case/ Case pendency/ Prisons/ Prisoner status 

o Data analytics for forecasting/ predictive trends in crimes 

o Seamless data sharing across all pillars through a common network connectivity 

 Five pillars 

o Police (Crime and Criminal Tracking and Network Systems) 

o e-Forensics for Forensic Labs 

o e-Courts for Courts 

o e-Prosecution for Public Prosecutors 

o e-Prisons for Prisons 

 Phase-I (2018-2022)- Individual IT systems have been implemented and stabilized and search of records 
have been enabled on these systems. 

 Phase-II (2022-23 to 2025-26)- The system is being built on the principle of ‘one data one entry’ whereby 
data is entered only once in one pillar and the same is then available in all other pillars without the need to re-
enter the data in each pillar. 
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What initiatives were promoted for leveraging technology in policing? 

 Crime and Criminal Information System (CCIS)- It was initiated in 1995 to create a database that can 
be used for crime monitoring by agencies such as NCRB, State Crime Records Bureaus (SCRBs) and District 
Crime Records Bureaus (DCRBs). 

 Common Integrated Police Application (CIPA)- It was initiated in 2004 by NCRB to enter FIR details 
into the system and print out copies and the ability to create and manage police station registers on the system. 

 CCTNS- The Crime and Criminal Tracking Networks and Systems was conceived as a response to the Mumbai 
attacks of 2008 to create a comprehensive and integrated system for effective policing through e-Governance. 

 ICJS- One crore fingerprints had already been uploaded and if these were available to all police stations as part 
of the Crime and Criminal Tracking Network System (CCTNS), there would no longer be any need to pursue 
criminals. 

 Fingerprint-based criminal record data fetching system- It was unveiled by the Indore Police 
Commissioner in which a small thumb impression machine can be added to a phone to capture fingerprints at 
checking points, public spaces, etc. 

 It avoids the long waiting period in fingerprint analysis as part of investigations. 

What are the challenges in deploying technology in policing?  

 Privacy- The Supreme Court in K.S Puttaswamy declared a fundamental right to informational privacy as 
paramount and noted that any measure that sought to collect information or surveil must be legal, necessary, 
and proportionate. 

 Mass surveillance- Integrating fingerprint-based criminal record data fetching system to the list of predictive 
policing practices will give birth to mass surveillance. 

 Caste based targeting- Nomadic and semi-nomadic tribes were ascribed “criminality by birth” and 
considered as “hereditary criminals” under the colonial Criminal Tribes Act, 1871. 

 It has been replaced with the murky Habitual Offenders (HO) provisions, which have acted as a tool for police 
to continue to attribute criminality. 
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MAINS PRACTICE QUESTIONS 

 

1. Addressing smaller insurgencies in the north eastern region is crucial for enhancing internal security of the 
country. Elaborate 

2. Though the threat of insurgency has reduced in the country, but its potency in some areas still exists. Analyse 

3. The dynamics present in the national security of the country forms an integral part of the cooperative federalism. 
Do you agree with this view? Examine 

4. The existence of peace at the Indo – Myanmar border is critical for the livelihoods of tribal people in the hill 
areas of Manipur. Discuss 

5. Under-reporting cyber security attacks affect cyber security architecture and data protection in the country. 
Analyse 

6. Explain the various efforts taken by the Government of India to bring the stability and peace in the Northeastern 
region. 

7. Drug trafficking must be curbed before it becomes a menace. Justify the statement in light of cities emerging as 
a primary conduit for drug trafficking. 

 

Visit https://www.iasparliament.com/mainstorming for Daily Mains Answer Writing Practice. 
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